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CHAPTER	  1	  

PURPOSE	  OF	  THE	  WORK	  

	  

	  

	  

1.1:	  The	  cognitive	  radio	  

	  

In	   the	   recent	   years	   the	   number	   of	   devices	   that	   use	   a	   wireless	   technology	   to	  

communicate	   is	   increasing	   with	   a	   high	   rate.	   The	   motivation	   of	   this	   increase	   is	  

probably	   the	   fact	   these	   devices	   guarantee	   (quite)	   the	   same	   communication	  

performances	  of	  wired-‐devices,	  but	  with	  much	  more	  comfort	  and	  ease	  of	  use.	  

In	   fact	   every	   new	   communication	   device	   available	   on	   the	  market,	   such	   as	   laptops,	  

netbooks	  and	  cellular	  phones,	  uses	  at	   least	  one	  (but	  frequently	  more)	  technology	  to	  

interconnect	   to	   the	   rest	   of	   the	   world.	   For	   example	   the	   new	   cellular	   phones	   use,	  

besides	  the	  UMTS	  technology,	  other	  technologies	  such	  as	  Wi-‐Fi	  and	  Bluetooth.	  

	  

The	  enormous	  diffusion	  of	   such	  devices	  has	  emphasized	  a	  new	  problem:	   the	  use	  of	  

the	  frequency	  band.	  

The	   frequency	  band	   is	   limited,	   and	   it	   is	   therefore	  a	  precious	   resource	   that	  must	  be	  

managed	  in	  an	  intelligent	  and	  rational	  way.	  If	  there	  is	  any	  waste,	  this	  waste	  must	  be	  

avoided.	  

	  

	  

The	  so	  called	  cognitive	  radio	  can	  have	  an	  important	  role	  in	  this	  context.	  

The	   cognitive	   radio	   is	   a	   wireless	   communication	   device	   that	   can	   adapt	   its	  

transmission	  and	  reception	  paramaters	  according	   to	   the	  environment	   in	  which	   it	   is	  

set	   in.	   In	   such	  way	   it	   can	   communicate	   efficiently,	   exploiting	   the	  unused	   resources,	  

but	  avoiding	  interferences	  with	  other	  devices	  using	  different	  wireless	  technologies	  in	  

that	  environment	  [1].	  

The	  idea	  of	  cognitive	  radio	  was	  first	  presented	  officially	  in	  an	  article	  by	  Joseph	  Mitola	  

III	  and	  Gerald	  Q.	  Maguire	  in	  1999.	  
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As	  said	  before,	  the	  transmission	  and	  reception	  parameters	  of	  the	  cognitive	  radio	  are	  

adapted;	   this	   means	   they	   are	   changed	   after	   monitoring	   the	   external	   radio	  

environment,	   and	   they	   assume	   values	   that	   do	   not	   have	   a	   negative	   effect	   on	   the	  

monitored	  environment.	  

In	   this	   way	   the	   cognitive	   radio	   can	   be	   seen	   as	   a	   “black-‐box”	   that	   automatically	  

responds	  to	  the	  user	  requirements	  and	  to	  the	  network	  environment	  situation.	  

	  

A	  distinction	  of	  two	  main	  types	  of	  cognitive	  radio	  can	  be	  done,	  according	  to	  the	  set	  of	  

parameters	   taken	   into	   account	   for	   the	   decision	   of	   the	   transmission	   and	   reception	  

changes:	  

• Full	   cognitive	   radio:	   in	   which	   every	   possible	   parameter	   observable	   by	   a	  

wireless	  device	  is	  taken	  into	  account	  

• Spectrum	  sensing	  cognitive	  radio:	  in	  which	  only	  the	  radio	  frequency	  spectrum	  

is	  taken	  into	  account	  

	  

A	  cognitive	  radio	  has	  four	  main	  functions:	  

1. Spectrum	  sensing:	  it	  has	  to	  detect	  the	  unused	  spectrum,	  to	  find	  the	  “spectrum	  

holes”,	  that	  it	  can	  exploit	  to	  communicate	  

2. Spectrum	  management:	   it	  has	  to	  capture	  the	  best	  available	  spectrum	  to	  meet	  

user	  communication	  requirements	  

3. Spectrum	  mobility:	   it	  has	  to	  use	  the	  spectrum	  in	  a	  dynamic	  way,	  because	  the	  

environment	  situation	  can	  change	  in	  every	  moment	  and	  it	  has	  to	  automatically	  

adapt	  to	  it	  

4. Spectrum	  sharing:	  it	  has	  to	  provide	  a	  fair	  spectrum	  scheduling	  method,	  taking	  

into	  account	  other	  users	   in	   the	  same	  environment;	   this	   function	   is	  similar	   to	  

the	  one	  done	  by	  the	  MAC	  (Medium	  Access	  Control)	  layer	  in	  existing	  systems	  

	  

	  

In	  a	  wider	  sense	   the	  cognitive	  radio	   is	  considered	  a	  device	   that	  can	  also	   learn	   from	  

the	   environment,	   “taking	   decisions”	   according	   to	   the	   present	   condition	   and	  

remembering	  past	  actions.	  
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1.2:	  ISM	  bands	  

	  

It	   has	   been	   said	   that	   the	   cognitive	   radio	   can	   adapt	   its	   parameters	   according	   to	   the	  

environment.	   The	   environment	   taken	   into	   account	   in	   this	   work	   is	   the	   part	   of	   the	  

electromagnetic	  spectrum	  defined	  as	  “ISM	  bands”.	  

	  

The	   Industrial,	   Scientific	  and	  Medical	   (ISM)	  bands	  are	  bands	  of	   the	  electromagnetic	  

spectrum	  that	  were	  originally	  reserved	  internationally	  for	  the	  use	  of	  radio-‐frequency	  

electromagnetic	  fields	  for	  industrial,	  scientific	  and	  medical	  purposes	  [2].	  

For	   this	   reason	   these	   bands	   are	   unlicensed,	   and	   are	   now	   mostly	   used	   for	   non-‐

commercial	  radio	  applications.	  

	  

They	  were	  reserved	  by	  the	  International	  Telecommunication	  Union	  (ITU)	  in	  the	  ITU-‐

R	  Radio	  Regulations	  5.138,	  5.150	  and	  5.280.	  

Despite	   this,	   the	   use	   of	   these	   bands	   can	   be	   different	   in	   every	   country	   because	   of	  

specific	  national	  laws	  and	  regulations.	  

	  

Because	   of	   this	   unlicensed	   use,	   communication	   devices	   using	   the	   ISM	   bands	   must	  

tolerate	   any	   interference	   from	   other	   ISM	   equipments.	   For	   this	   reason,	   there	   is	   a	  

strong	  limitation	  on	  the	  EIRP	  (Equivalent	  Isotropic	  Radiated	  Power).	  This	  limitation	  

is	  necessary,	  otherwise	  there	  could	  be	  radio	  interferences	  in	  these	  bands	  due	  to	  very	  

far	  devices,	  and	  this	  could	  prevent	  the	  use	  of	  any	  lower	  power	  device.	  

	  

	  

Actually	  the	  most	  used	  ISM	  bands	  are	  the	  following:	  

• 2.4	  GHz	  ISM	  band:	  it	  goes	  from	  2.4	  GHz	  to	  2.4835	  GHz	  

• 5.8	  GHz	  ISM	  band:	  it	  goes	  from	  5.725	  GHz	  to	  5.85	  GHz	  

	  

A	  lot	  of	  frequently	  used	  technologies	  operate	  in	  the	  ISM	  bands.	  

For	   example	   Wi-‐Fi	   (IEEE	   802.11	   b/g),	   Bluetooth	   (IEEE	   802.15.1),	   ZigBee	   (IEEE	  

802.15.4),	  wireless	  mice	   and	  keyboards	   and	  wireless	   closed-‐circuit	  TVs	  use	   the	  2.4	  

GHz	  band.	  The	   IEEE	  802.11	  a	  uses	   the	  5.8	  GHz	  band,	  while	   the	   IEEE	  802.11	  n	  uses	  

both	  2.4	  GHz	  and	  5.8	  GHz	  bands.	  The	  microwave	  oven	  also	  uses	  the	  2.4	  GHz	  band.	  
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Figure	  1.1	  –	  Technologies	  operating	  in	  the	  2.4	  GHz	  ISM	  band	  

	  

A	  cognitive	  radio	  operating	   in	   the	   ISM	  bands	  could	  discover	   if	   these	  bands	  are	   fully	  

occupied	  or	  if	  there	  is	  any	  chance	  to	  exploit	  unused	  spectrum	  holes.	  

	  

Regulatory	   bodies	   in	   various	   countries	   found	   that	   most	   of	   the	   radio	   frequency	  

spectrum	  was	   inefficiently	  used.	   Independent	   studies	  performed	   in	   some	  countries,	  

confirmed	   that	   observation,	   and	   concluded	   that	   spectrum	   utilization	   depends	  

strongly	  on	  time	  and	  place.	  

This	  is	  more	  true	  for	  the	  ISM	  bands,	  because	  they	  are	  unlicensed,	  and	  anyone	  can	  use	  

a	  device	  operating	  in	  that	  bands.	  

	  

	  

	  

1.3:	   Discrimination	   among	   different	   technologies:	   the	   features	  

approach	  

	  

In	   this	  work	   the	   2.4	   GHz	   ISM	  band	   has	   been	   considered,	   and	   the	   technologies	   that	  

operate	  in	  it.	  

As	  said	  before,	  there	  are	  a	   lot	  of	  technologies	   in	  this	  band,	  such	  as	  Wi-‐Fi,	  Bluetooth,	  

wireless	   mice	   and	   keyboards	   and	   microwave	   ovens	   (just	   to	   mention	   the	   most	  

widespread	  among	  them).	  

	  

In	  this	  context,	  the	  problem	  a	  cognitive	  radio	  should	  be	  able	  to	  solve,	  is	  to	  know	  what	  

there	   is	   in	   the	   frequency	   environment,	   which	   technologies	   are	   actually	   used	   in	   a	  

certain	  moment	  and	  in	  a	  certain	  place.	  
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In	  other	  words	  this	  is	  a	  problem	  of	  wireless	  network	  discovery.	  

	  

Knowing	  which	   technologies	   are	   active	   in	   a	   certain	  moment	   and	  place,	   solving	   this	  

problem,	   is	   very	   important,	   because	   it	   can	   make	   possible	   a	   further	   step:	   taking	  

advantage	  of	  this	  knowledge	  by	  exploiting	  the	  unused	  available	  resources.	  

	  

	  

For	  this	  reason	  the	  primary	  step	  is	  the	  network	  discovery.	  

Considering	  the	  2.4	  GHz	  ISM	  band,	  this	  means	  a	  problem	  of	  discrimination	  among	  the	  

technologies	  that	  operate	  in	  that	  band,	  mentioned	  above.	  

	  

Other	  works	  propose	  different	  approaches	  to	  solve	  this	  problem.	  

This	  work’s	   proposal	   is	   to	   solve	   the	   problem	  of	   discrimination	   among	   the	  wireless	  

technologies	  working	  in	  the	  2.4	  GHz	  ISM	  band	  using	  a	  features	  approach.	  

The	   final	   goal	   is	   to	   use	   high	   layer	   features	   (i.e.	   higher	   than	   the	   physical	   layer,	   for	  

example	   characteristics	   of	   the	   MAC	   layer	   of	   the	   different	   technologies),	   if	   it	   is	  

possible,	   because	   it	   can	   lead	   to	   simpler	   algorithms	   of	   recognition	   and	   because	   it	  

allows	   the	   use	   of	   a	   generic	   device	   (an	   energy	   detector,	   for	   example),	   that	   can	   be	  

integrated	  in	  the	  cognitive	  radio.	  

If	  this	  can	  not	  be	  done,	  i.e.	  high	  layer	  features	  can	  not	  be	  extracted,	  physical	  features	  

must	  be	  used.	  

	  

In	  order	  to	  do	  this,	  a	  study	  of	  the	  standards	  that	  define	  each	  technology	  is	  necessary,	  

to	  fully	  understand	  how	  these	  technologies	  behave,	  both	  in	  MAC	  layer	  and	  PHY	  layer,	  

and	  to	  exploit	  the	  characterizing	  features	  of	  every	  technology.	  

	  

	  

In	  this	  work,	  the	  case	  of	  the	  Bluetooth	  technology	  (IEEE	  802.15.1	  [4])	  is	  considered.	  

This	  technology	  is	  described	  in	  its	  principal	  aspects,	  as	  the	  standard	  defines	  it.	  

Then	   Bluetooth	   packets	   are	   simulated,	   and	   some	   characterizing	   features	   are	  

identified	   and	   extracted.	   Through	   these	   features	   the	   Bluetooth	   technology	   is	  

recognized,	  and	  the	  results	  are	  presented.	  



Stefano	  Boldrini	  –	  Recognition	  of	  Bluetooth	  signals	  based	  on	  feature	  detection	   9	  

A	   further	   step	   is	   presented:	   the	   real	   Bluetooth	   traffic	   capture,	   to	   move	   from	   a	  

simulated	  environment	  to	  a	  real	  one.	  
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CHAPTER	  2	  

BLUETOOTH	  TECHNOLOGY	  

	  

	  

	  

2.1:	  Overview	  and	  WPANs	  

	  

The	   Bluetooth	   technology	   is	   widely	   used	   for	   Wireless	   Personal	   Area	   Networks	  

(WPANs).	  

The	  scope	  of	  WPANs	  is	  to	  convey	  information	  between	  devices	  over	  short	  distances.	  

	  

From	   the	   name	  we	   can	   understand	   the	   basic	   purposes	   and	   characteristics	   of	   these	  

kind	   of	   networks.	   They	   are	   “Wireless”,	   that	   means	   they	   involve	   little	   or	   no	  

infrastructure;	  and	  they	  are	  “Personal”,	  that	  involves	  a	  restricted	  number	  of	  devices,	  

an	  intimate	  group,	  with	  no	  direct	  connectivity	  to	  the	  rest	  of	  the	  world.	  

The	   latter	   characteristic	  makes	  WPANs	   very	   different	   from	  WLANs	   (Wireless	   Local	  

Area	   Networks),	   even	   though	   they	   may	   coexist	   in	   the	   same	   area	   and	   in	   the	   same	  

frequencies.	  

	  

Thanks	  to	  these	  “limited”	  purposes,	  small,	  power-‐efficient	  and	  inexpensive	  solutions	  

are	  possible,	  and	  so	  the	  Bluetooth	  technology	  can	  be	  implemented	  in	  a	  wide	  range	  of	  

devices.	   The	   IEEE	   Standard	   itself,	   that	   defines	   the	   Bluetooth	   technology	  

characteristics,	  mentions	  these	  key	  features:	  robustness,	  low	  power	  and	  low	  cost.	  

	  

In	   fact,	   nowadays	   quite	   every	   cellular	   phone	   and	   netbook,	   just	   to	   mention	   the	  

smallest	   devices,	   has	   an	   integrated	   Bluetooth	   transceiver;	   and	   the	   external	  

transceveirs	  are	  smaller	  than	  a	  coin.	  
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2.2:	  General	  description	  of	  the	  Bluetooth	  technology	  

	  

The	  Bluetooth	   technology	   is	  described	   in	   the	   IEEE	  Standard	  802.15.1	  –	  2005	  [4].	   In	  

particular,	  the	  15.1	  part	  describes	  all	  the	  specifications	  for	  the	  Physical	  Layer	  (PHY)	  

and	  the	  Medium	  Access	  Control	  Layer	  (MAC).	  

	  

The	  Bluetooth	  version	  described	  in	  this	  standard	  is	  known	  as	  “Bluetooth	  1.2”,	  and	  is	  

an	  enhanced	  version	  of	  the	  “Bluetooth	  1.1”,	  described	  in	  the	  IEEE	  Standard	  802.15.1	  –	  

2002.	   Later	   other	   versions	   were	   defined	   (“Bluetooth	   2.0”,	   “Bluetooth	   2.1”	   and	  

“Bluetooth	   3.0”),	   but	   these	   versions	   are	   not	   described	   in	   IEEE	   Standards;	   they	   are	  

described	  in	  documents	  of	  the	  Bluetooth	  Special	  Interest	  Group	  (SIG).	  

In	  this	  work	  we	  refer	  to	  the	  IEEE	  Standard	  802.15.1	  –	  2005.	  

	  

	  

	  

2.2.1:	  Topology:	  piconet	  and	  scatternet	  

	  

The	  context	  of	  every	  link	  between	  two	  or	  more	  Bluetooth	  devices	  is	  the	  piconet.	  

A	  piconet	  is	  composed	  by	  2	  to	  8	  devices	  that	  occupy	  the	  same	  physical	  channel,	  that	  is	  

to	  say	  they	  are	  synchronized	  to	  a	  common	  clock	  and	  hopping	  sequence.	  

	  

In	  every	  piconet	  only	  one	  device	  has	  the	  role	  of	  master,	  while	  the	  others	  assume	  the	  

role	  of	  slaves.	  The	  master	  is	  the	  centre	  of	  this	  kind	  of	  topology;	  this	  means	  that	  every	  

slave	  in	  the	  piconet	  communicates	  directly	  only	  with	  the	  master.	  In	  case	  a	  slave	  wants	  

to	  communicate	  with	  another	  slave,	   it	   sends	   the	  packets	   it	  wants	   to	   transmit	   to	   the	  

master,	  who	  “redirects”	  them	  to	  the	  receiver	  slave.	  

In	  other	  words,	  each	  link	  between	  devices	  passses	  through	  the	  master,	  the	  “principal”	  

device	  of	  the	  piconet.	  
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Figure	  2.1	  –	  A	  piconet	  composed	  by	  1	  master	  and	  7	  slaves	  

	  

Usually	  the	  master	  is	  the	  device	  who	  begins	  the	  communications,	  but	  there	  may	  be	  a	  

role	  change,	  where	  a	  slave	  of	  the	  piconet	  assumes	  the	  role	  of	  master	  (and,	  of	  course,	  

the	   previous	  master	   becomes	   a	   slave,	   because	   there	  may	   be	   only	   one	  master	   in	   a	  

piconet).	  

	  

As	   said	   before,	   the	  maximum	   number	   of	   devices	   in	   a	   piconet	   is	   8:	   1	  master	   and	   7	  

slaves.	  

In	  some	  cases	  more	  devices	  could	  be	  interconneted,	  but	  in	  these	  cases	  a	  piconet	  is	  not	  

sufficient.	  So	  the	  topology	  becomes	  a	  little	  more	  complex,	  and	  two	  (or	  more)	  piconets	  

can	  be	  interconnected	  to	  form	  a	  scatternet.	  
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Figure	  2.2	  –	  More	  piconets	  form	  a	  scatternet	  

	  

A	  scatternet	  is	  made	  of	  two	  (or	  more)	  piconets,	  linked	  together	  by	  some	  devices	  that	  

belong	   to	  both	   the	  piconets.	  These	  piconets	  are	   linked,	  but	  not	  synchronized:	  every	  

piconet	  has	  its	  own	  clock	  and	  hopping	  sequence,	  that	  means	  its	  own	  physical	  channel,	  

different	  from	  the	  others.	  In	  fact	  they	  are	  independent.	  

	  

It	  is	  important	  to	  say	  that,	  even	  though	  piconets	  are	  interconnected	  in	  a	  scatternet,	  it	  

does	  not	  imply	  any	  network	  routing	  capability.	  This	  functionality	  may	  be	  eventually	  

implemented	   in	   higher	   layer	   protocols,	   but	   it’s	   not	   described	   in	   the	   IEEE	   Standard	  

802.15.1	  -‐	  2005.	  
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Figure	  2.3	  –	  Master	  and	  slave	  role	  in	  piconets	  and	  scatternets	  

	  

The	  devices	  that	  are	  part	  of	  more	  than	  one	  piconet,	  can	  do	  this	  on	  a	  TDM	  basis.	  

A	  device	  can	  belong	  to	  more	  piconets,	  but	  can	  be	  master	  only	  in	  one	  piconet.	  In	  fact	  a	  

device	  can	  be	  master	  in	  a	  piconet,	  and	  can	  be	  in	  the	  same	  time	  slave	  in	  other	  piconets.	  

	  

	  

	  

2.2.2:	  Frequencies	  

	  

The	  Bluetooth	  uses	  the	  ISM	  (Industrial,	  Scientific	  and	  Medical)	  unlicensed	  band	  at	  2.4	  

GHz,	  that	  goes	  from	  2.4	  GHz	  to	  2.4835	  GHz.	  

In	  every	  moment	  the	  signal	  occupies	  a	  band	  of	  1	  MHz,	  but	  it	  uses	  the	  whole	  ISM	  band	  

using	  a	  Spread	  Spectrum	  technique:	  the	  Frequency	  Hopping	  Spread	  Spectrum	  (FHSS).	  

This	  technique	  is	  used	  to	  combat	  interference	  and	  fading.	  

	  

The	  whole	  ISM	  band	  is	  divided	  into	  79	  channels	  of	  1	  MHz.	  There	  are	  also	  guard	  bands:	  

the	  lower	  one	  is	  of	  1.5	  MHz,	  and	  the	  upper	  one	  is	  of	  3	  MHz.	  

So	  the	  centre	  frequency	  of	  the	  channel	  number	  “k”	  can	  be	  written	  as	  

f	  =	  2402	  +	  k	   MHz	  

where	  k	  =	  0,	  …	  ,	  78.	  

	  

When	   two	   devices	   want	   to	   communicate,	   they	   must	   before	   agree	   on	   the	   hopping	  

sequence	   they	   will	   follow	   to	   transmit	   and	   recevice.	  When	   they	   share	   this	   hopping	  
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sequence,	  they	  can	  begin	  to	  send	  and	  receive	  the	  data	  packets,	  because	  they	  know	  in	  

every	  instant	  in	  which	  channel	  to	  transmit	  and	  receive	  and	  which	  channel	  will	  be	  the	  

next	  one.	  

	  

	  

	  

2.2.3:	  The	  hopping	  sequence	  

	  

In	  this	  context	  the	  hopping	  sequence	  assume	  a	  very	  important	  role:	  it	  is	  necessary	  to	  

communicate.	  

The	  IEEE	  Standard	  802.15.1	  -‐	  2005	  defines	  6	  types	  of	  hopping	  sequence:	  

1. Inquiry	  hopping	  sequence	  

2. Inquiry	  response	  hopping	  sequence	  

3. Page	  hopping	  sequence	  

4. Page	  response	  hopping	  sequence	  

5. Basic	  channel	  hopping	  sequence	  

6. Adapted	  channel	  hopping	  sequence	  

	  

Every	  type	  mentioned	  is	  strictly	  connected	  to	  its	  specific	  state	  of	  the	  Bluetooth	  device	  

(states	  and	  substates	  are	  discussed	  later).	  

	  

The	  first	  4	  types	  use	  32	  channels	  equally	  distributed	  over	  all	  the	  79	  possible	  channels.	  

The	   inquiry	   response	   hopping	   sequence	   is	   in	   one-‐to-‐one	   correspondence	   to	   the	  

current	   inquiry	   hopping	   sequence,	   and	   we	   have	   the	   same	   situation	   for	   the	   page	  

response	  hopping	  sequence	  and	  the	  current	  page	  hopping	  sequence.	  

These	   kind	   of	   sequences	   are	   used	   in	   the	   inquiry,	   inquiry	   response,	   page	   and	   page	  

response	  substates.	  

	  

The	  basic	  channel	  hopping	  sequence	  uses	  all	  the	  79	  channels,	  has	  a	  very	  long	  period	  

length	   and	   does	   not	   show	   repetitive	   patterns	   over	   a	   short	   time	   interval.	   This	  

sequence	   is	   used	  during	   the	   connection	   state,	   that	   is	   to	   say	  when	   the	   devices	   have	  

already	   built	   up	   a	   physical	   link	   and	   they	   are	   ready	   to	   send	   and	   receive	   the	   data	  

packets.	  
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The	   adapted	   channel	   hopping	   sequence	   is	   derived	   from	   the	   basic	   channel	   one,	   but	  

may	   use	   a	   lower	   number	   of	   channels.	   It	   is	   only	   used	   in	   place	   of	   the	   basic	   channel	  

hopping	  sequence.	  

	  

The	   hopping	   sequence	   is	   generated	   from	   the	   master’s	   device	   address	   (BD_ADDR,	  

explained	  later)	  and	  its	  clock.	  

	  

	  

	  

2.2.4:	  Power	  levels	  

	  

The	  IEEE	  Standard	  802.15.1	  -‐	  2005	  divides	  the	  devices	  in	  3	  classes	  according	  to	  their	  

maximum	  output	  power	  (PMAX):	  

• Power	  class	  1	  	   PMAX	  =	  100	  mW	   (20	  dBm)	  

• Power	  class	  2	  	   PMAX	  =	  2.5	  mW	   (4	  dBm)	  

• Power	  class	  3	  	   PMAX	  =	  1	  mW	   	   (0	  dBm)	  

	  

These	  powers	  allow	  the	  devices	  to	  cover	  an	  area	  with	  an	  approximate	  range	  of	  100	  

metres	  (power	  class	  1),	  10	  metres	  (power	  class	  2)	  and	  1	  metre	  (power	  class	  3).	  

	  

Talking	  about	  the	  receiver	  characteristics,	   the	  IEEE	  Standard	  specifies	  the	  reference	  

sensitivity	  level	  at	  -‐70	  dBm.	  

The	  receiver	  must	  have	  a	  sensitivity	  below	  or	  equal	  to	  the	  reference	  level.	  

Another	   important	  parameter	   for	   the	  performance	   is	   the	  BER	   (Bit	  Error	  Rate),	   and	  

the	   IEEE	   Standard	   specifies	   a	   reference	   sensitivity	   performance	  with	   BER	   =	   0.1	  %.	  

From	   this	   parameter	   the	   actual	   sensitivity	   level	   is	   defined:	   it	   is	   the	   input	   level	   for	  

which	  a	  raw	  BER	  of	  0.1	  %	  is	  met.	  
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2.2.5:	  Modulation	  characteristics	  

	  

The	   modulation	   technique	   used	   in	   the	   Bluetooth	   technology	   is	   the	   Gaussian	  

Frequency	  Shift	  Keying	  (GFSK).	  

The	   GFSK	   is	   a	   kind	   of	   continuous	   phase	   frequency	   shift	   keying	   (CPFSK),	   so	   it	   is	  

originated	   from	   the	   FSK	   (as	   the	   name	   says),	   but	   a	   gaussian	   function	   pulse	   shaping	  

filter	  is	  used	  to	  reduce	  the	  transmission	  bandwidth.	  

	  

A	  binary	  zero	  is	  represented	  by	  a	  negative	  frequency	  deviation,	  while	  a	  binary	  one	  is	  

represented	  by	  a	  positive	  frequency	  deviation.	  

Whitout	  the	  continuous	  phase	  and	  the	  gaussian	  filter,	  the	  occupied	  bandwidth	  would	  

be	   greater.	   In	   fact,	   a	   discontinuity	   in	   the	   phase,	   that	   would	   occur	   when	   the	  

istantaneous	  frequency	  changes	  because	  the	  bits	  sequence	  passes	  from	  0	  to	  1	  or	  from	  

1	  to	  0,	  would	  cause	  a	  band	  enlargement;	  that	  is	  why	  the	  phase	  is	  kept	  continuous.	  But	  

even	   if	   it	   is	   continuous,	   without	   the	   gaussian	   filter	   there	   could	   be	   fast	   frequency	  

deviations,	   that	   would	   also	   cause	   a	   band	   enlargement.	   This	   filter	   reduces	   the	  

bandwidth	  because	   it	  smooths	   the	   frequency	  deviations	   that	  represent	   the	  binary	  0	  

and	  1.	  

	  

The	  functional	  blocks	  of	  a	  GFSK	  modulator	  are	  shown	  below	  [7]:	  

	  

	  
Figure	  2.4	  –	  GFSK	  modulator	  
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The	   bit	   sequence	   is	   first	   of	   all	   translated	   from	  unipolar	   to	   bipolar.	   The	   consequent	  

waveform	  is	  filtered	  through	  the	  gaussian	  filter	  and	  then	  modulated	  by	  the	  frequency	  

generator,	  consisting	  of	  an	  integrator	  and	  a	  quadrature	  frequency	  synthesizer.	  

	  

Expressing	  all	  of	  this	  in	  mathematical	  terms:	  

	  

the	  bipolar	  bit	  sequence	  is:	   	  

	  

the	  input	  signal	  is	  therefore:	   	  

	  

where	   T	   is	   the	   symbol	   period	   (in	   this	   case	   the	   bit	   period)	   and	   a	   rectangular	   pulse	  

function	  is	  used:	   	   only	  for	   	   (and	  0	  otherwise).	  

	  

The	  impulse	  response	  of	  the	  gaussian	  filter	  is:	   	  

	  

where:	   	  

	  

B	  is	  the	  3	  dB	  bandwidth	  and	  the	  bandwidth–bit	  period	  product	  BT	  is	  0.5	  (imposed	  by	  

the	  IEEE	  Standard).	  

	  

After	  the	  integration:	   	  

	  

with	  h	  modulation	  index	  (imposed	  in	  the	  range	  0.28	  –	  0.35	  by	  the	  IEEE	  Standard)	  

	  

and	  where:	   	  
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with	  the	  Q-‐function	  defined	  as:	   	  

	  

At	   the	  end	   the	  analytical	   expression	  of	   the	  GFSK	  modulated	   signal	  with	  unit	  power	  

and	  centre	  frequency	  fc	  is:	  

	  

	  

	  

where	  θ0	  is	  the	  initial	  phase	  offset.	  

	  

	  

These	  characteristics	  allow	  the	  data	  to	  be	  transmitted	  at	  a	  symbol	  rate	  of	  1	  Msymb/s.	  

The	   IEEE	   Standard	   802.15.1	   -‐	   2005	   writes	   about	   a	   bitrate	   of	   1	   Mb/s,	   but	   in	   later	  

versions	  of	  the	  standard	  it	   is	  specified	  a	  higher	  bitrate	  (3	  Mb/s	  in	  the	  Bluetooth	  2.0	  

version	  +	  Enhanced	  Data	  Rate).	  

	  

	  

	  

2.2.6:	  Device	  address	  

	  

Every	  Bluetooth	  device	  has	  a	  48-‐bit	  address,	  called	  BD_ADDR.	  This	  address	  is	  unique	  

and	  it	  is	  obtained	  from	  the	  IEEE	  Registration	  Authority.	  

	  

BD_ADDR	  is	  divided	  into	  three	  fields:	  

1. LAP	  (Lower	  Address	  Part)	   	   	   24	  bits	  

2. UAP	  (Upper	  Address	  Part)	   	   	   8	  bits	  

3. NAP	  (Nonsignificant	  Address	  Part)	   16	  bits	  
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Figure	  2.5	  –	  BD_ADDR	  

	  

The	  24	  bits	   that	   form	  UAP	  and	  NAP	  usually	   identify	   the	  name	  of	   the	   company	   that	  

produces	  the	  device,	  while	  the	  other	  24	  bits	  of	  LAP	  are	  assigned	  by	  the	  company	  itself	  

and	  identify	  the	  single	  specific	  device.	  

	  

There	  are	  64	  LAP	  values	  that	  are	  reserved	  for	  inquiry	  operations	  (explained	  later):	  1	  

for	  general	  inquiry,	  the	  other	  63	  for	  dedicated	  inquiry	  (used	  to	  find	  specific	  classes	  of	  

Bluetooth	  devices).	  

These	   reserved	  LAP	  addresses	   are:	  0x9E8B00	  –	  0x9E8B3F,	  where	   the	  one	  used	   for	  

general	  inquiry	  is	  0x9E8B33	  (in	  hexadecimal	  notation).	  In	  these	  values	  it	  is	  intended	  

that	  the	  Least	  Significant	  Bit	  (LSB)	  is	  at	  the	  rightmost	  position.	  

	  

	  

	  

2.3:	  Clock	  and	  time	  slots	  

	  

2.3.1:	  Clock	  

	  

Every	  Bluetooth	  device	  has	  a	  clock	  that	  ticks	  with	  a	  period	  T	  =	  312.5	  µs	  (the	  rate	  is	  F	  

=	  3.2	  kHz).	  This	  clock	  is	  completely	  independent	  from	  the	  time	  of	  day,	  because	  it	  can	  

be	  turned	  on	  in	  any	  instant	  and	  initialized	  to	  any	  value.	  

The	  cycle	  of	  the	  clock	  must	  be	  approximately	  a	  day;	  this	  means	  it	  turns	  back	  on	  the	  

current	  value	  only	  after	  about	  24	  hours.	  

	  

In	   the	   devices	   the	   clock	   is	   usually	   implemented	   with	   a	   28-‐bit	   counter.	   The	   Least	  
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Significant	  Bit	  (LSB)	  changes	  his	  value	  every	  312.5	  µs,	  exactly	  a	  period	  T.	  So,	  with	  28	  

bits,	  it	  has	  a	  cycle	  of	  about	  23.3	  hours,	  according	  to	  the	  IEEE	  Standard	  specifications.	  

	  

	  
Figure	  2.6	  –	  Clock	  implemented	  with	  a	  28-‐bit	  counter	  

	  

Naturally,	  every	  device	  clock	   is	   free	  running;	   in	  other	  words,	   it	  has	  no	  relation	  with	  

the	  other	  devices	  clocks.	  

In	   order	   to	   communicate,	   the	   devices	   must	   be	   synchronized,	   that	   means	   share	   a	  

common	   clock	   value.	   Their	   clocks	   run	   at	   the	   same	   nominal	   rate,	   but	   there	   can	   be	  

inaccuracies	  derivated	  from	  drifts.	  

To	   synchronize	   their	   clocks,	   the	   devices	   use	   offsets,	   from	  which	   they	   know	  how	   to	  

“adjust”	  the	  clock	  value.	  

	  

To	   understand	   better	   this	   mechanism	   of	   synchronization,	   we	   can	   talk	   about	   three	  

types	  of	  clock:	  

1. CLKN,	  the	  native	  clock	  

2. CLK,	  the	  master	  clock	  

3. CLKE,	  the	  estimated	  clock	  

	  

CLKN	  is	  the	  native	  clock,	  the	  clock	  every	  device	  has,	  as	  it	  is.	  

CLK	  is	  the	  clock	  of	  the	  master	  device,	  and	  it	  is	  used	  as	  reference	  clock	  for	  the	  whole	  

piconet.	  Every	  device	  extracts	  CLK	  from	  its	  own	  CLKN	  adding	  the	  correct	  offset,	  that	  

is	  calculated	  from	  the	  master’s	  packets.	  Then	  the	  offset	  is	  regularly	  updated	  to	  keep	  

the	  devices	  synchronized.	  

Naturally	   the	   master	   already	   knows	   the	   CLK:	   it	   is	   its	   own	   CLKN,	   so	   it	   has	   to	   add	  

nothing.	  
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Figure	  2.7	  –	  Calculation	  of	  CLK	  

	  

CLKE	  is	  an	  estimation	  of	  the	  page	  scanning	  device	  clock	  made	  by	  a	  paging	  device.	  (As	  

explained	  better	   later,	  a	  page	  scanning	  device	   is	  a	  device	   in	   the	  page	  scan	  substate,	  

and	   of	   course,	   a	   paging	   device	   is	   a	   device	   in	   the	   page	   substate).	   The	   paging	   device	  

estimates	  an	  offset	  and	  adds	  it	  to	  its	  CLKN,	  to	  extract	  an	  estimated	  version	  of	  the	  page	  

scanning	   device	   clock.	   It	   does	   this	   operation	   to	   speed	   up	   the	   connection	  

establishment,	  that	  is	  to	  say	  to	  pass	  in	  the	  connection	  state.	  

	  

	  
Figure	  2.8	  –	  Calculation	  of	  CLKE	  

	  

	  

	  

2.3.2:	  Time	  slots	  

	  

The	   master	   and	   a	   slave	   access	   the	   physical	   channel	   according	   to	   a	   Time	   Division	  

Duplex	  (TDD)	  scheme,	  realizing	  a	  TDD	  full-‐duplex	  connection.	  

	  

A	   physical	   channel	   is	   divided	   into	   time	   slots.	   Every	   time	   slot	   lasts	   625	   µs,	   which	  

means	  two	  clock	  cycles.	  So	  we	  have	  a	  new	  time	  slot	  when	  the	  second	  LSB	  of	  the	  clock,	  

CLK1,	  changes	  its	  value.	  

Master	  and	  slave	  transmit	  alternatively:	  the	  master	  sends	  its	  packet,	  and	  the	  next	  slot	  

is	  reserved	  for	  the	  slave’s	  packet,	  and	  so	  on.	  Every	  packet	  starts	  at	  the	  beginning	  of	  

the	   time	  slot,	   and	   it	   can	   last	  up	   to	  5	   time	  slots	   (not	  more).	  To	  be	  more	  precise,	   the	  
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master	  can	  begin	  a	  packet	  transmission	  only	  in	  even	  time	  slots	  (when	  CLK1	  =	  0);	  the	  

slave’s	  packets	  can	  begin	  only	  in	  odd	  time	  slots	  (when	  CLK1	  =	  1).	  

	  

	  
Figure	  2.9	  –	  Slot	  timing	  

	  

When	   a	   device	   sends	   a	   packet,	   it	   waits	   for	   a	   return	   packet	   (at	   least	   an	  

acknowledgment)	  at	  the	  beginning	  of	  the	  the	  next	  time	  slot.	  

There	   can	   be	   some	   time	   slipping,	   and	   the	   IEEE	   Standard	   provides	   an	   uncertainty	  

window	  of	  20	  µs.	  So	  the	  packet	  has	  a	  tolerance	  on	  its	  arrival	  time:	  it	  can	  arrive	  up	  to	  

10	  µs	  earlier	  and	  up	  to	  10	  µs	  later	  the	  exact	  receive	  timing.	  

	  

When	   the	   master	   sends	   a	   packet,	   there	   is	   no	   frequency	   hop	   until	   the	   end	   of	   the	  

packet’s	  transmission.	  If	  the	  packet	  lasts	  only	  one	  time	  slot,	  we	  have	  a	  frequency	  hop	  

every	  time	  slot;	  since	  the	  time	  slot	  duration	  is	  625	  µs,	  the	  hopping	  rate	  will	  be	  1600	  

hops/s.	  

If	   the	  packet	   is	   longer	  and	  occupies	  more	  than	  one	  time	  slot,	   the	   frequency	  channel	  

used	  for	  the	  next	  packet	  (in	  the	  next	  time	  slot)	  is	  the	  one	  determined	  by	  the	  CLK	  value	  

for	  that	  slot.	  So	  many	  RF	  channels	  can	  be	  unused	  in	  these	  cases.	  

	  

The	   1600	   hops/s	   hopping	   rate	   is	   called	   “nominal	   rate”,	   and	   it	   is	   the	   maximum	  

hopping	  rate.	  If	  a	  packet	  is	  longer	  and	  lasts	  more	  than	  one	  time	  slot,	  the	  hopping	  rate	  

will	  be	  inferior.	  

In	   fact	   there	   is	  a	  higher	  hopping	   rate	  of	  3200	  hops/s,	  but	   this	  hopping	   rate	   is	  used	  

only	   in	   the	   inquiry	   substate	   and	   in	   the	   page	   substate,	   that	   means	   with	   very	   small	  

packets	   used	   for	   the	   connection	   establishment.	   In	   these	   cases	   the	   inquiry/paging	  
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device	  transmits	  on	  two	  different	  hop	  frequencies	  in	  a	  single	  time	  slot.	  

	  

There	   is	  also	   the	  “same	  channel	  mechanism”,	   that	   is	  used	  with	   the	  adapted	  channel	  

hopping	   sequence.	   In	   this	   case	   the	   pseudo-‐random	   hopping	   sequence	   has	   a	   lower	  

number	   of	   channels,	   and	   the	   slave	   responds	   to	   the	   master	   in	   the	   same	   frequency	  

channel	   used	   for	   the	   master’s	   packet.	   So	   there	   is	   no	   hop	   until	   the	   master	   sends	  

another	  packet.	  

	  

	  
Figure	  2.10	  –	  Same	  channel	  mechanism	  

	  

In	  a	  multislave	  configuration	  the	  TDD	  scheme	  is	  realized	  as	  follows:	  

• Only	   the	   slave	   that	   is	   addressed	   by	   one	   of	   its	   Logical	   Transport	   Addresses	  

(LT_ADDRs,	   described	   later)	   can	   return	   a	   packet	   in	   the	   next	   slave-‐to-‐master	  

time	  slot	  

• If	  no	  valid	  packet	  header	  is	  received,	  the	  slave	  can	  respond	  only	  in	  its	  reserved	  

Synchronous	   Connection-‐Oriented	   (SCO,	   described	   later)	   or	   extended	  

Synchronous	   Connection-‐Oriented	   (eSCO,	   described	   later)	   slave-‐to-‐master	  

time	  slot	  

• When	  a	  broadcast	  message	  is	  received,	  no	  slave	  shall	  return	  a	  response	  packet	  
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Figure	  2.11	  –	  Slot	  timing	  in	  a	  multislave	  configuration	  

	  

	  

	  

2.4:	  Protocol	  stack	  

	  

The	  data	  transport	  system	  follows	  a	  layered	  architecture.	  

	  

	  
Figure	  2.12	  –	  Bluetooth	  protocol	  stack	  and	  the	  ISO	  OSI	  layers	  model	  



Stefano	  Boldrini	  –	  Recognition	  of	  Bluetooth	  signals	  based	  on	  feature	  detection	   26	  

	  
Figure	  2.13	  –	  Division	  of	  the	  architectural	  layers	  

	  

We	   have	   to	   consider	   that	   a	   Bluetooth	   device	   is	   designed	   to	   work	   in	   noisy	  

environments,	  that	  are	  therefore	  unreliable.	  For	  this	  reason	  there	  are	  several	  levels	  of	  

protection,	  added	  at	  each	  architectural	  layer.	  

	  

	  

	  

2.4.1:	  Physical	  channel	  

	  

The	  physical	   channel	   is	   the	   lowest	   architectural	   layer	  defined	   in	   the	   IEEE	  Standard	  

802.15.1	  –	  2005.	  

	  

A	  physical	  channel	  is	  defined	  by	  4	  parameters:	  

1. Frequency	  hopping	  sequence	  

2. Slot	  timing	  

3. Access	  code	  

4. Packet	  header	  

	  

Four	  physical	  channels	  are	  defined:	  

1. Inquiry	  scan	  physical	  channel	  

2. Page	  scan	  physical	  channel	  
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3. Basic	  piconet	  physical	  channel	  

4. Adapted	  piconet	  physical	  channel	  

	  

The	  inquiry	  scan	  physical	  channel	  is	  used	  for	  discovering	  devices.	  

The	  page	  scan	  physical	  channel	  is	  used	  for	  connecting	  devices.	  

The	   basic	   and	   adapted	   piconet	   physical	   channels	   are	   used	   for	   communication	  

between	  connected	  devices.	  

	  

A	   Bluetooth	   device	   can	   use	   only	   one	   physical	   channel	   at	   any	   given	   time,	   and	   uses	  

Time	   Division	   Multiplexing	   (TDM)	   between	   the	   channels	   to	   support	   multiple	  

concurrent	  operations.	  

	  

	  

	  

2.4.2:	  Physical	  link	  

	  

A	   physical	   link	   represents	   a	   baseband	   (BB)	   connection	   between	   devices	   and	   it	   is	  

always	  associated	  with	  exactly	  one	  physical	  channel.	  

	  

	  

	  

2.4.3:	  Logical	  transport	  

	  

A	  logical	  transport	  is	  a	  point-‐to-‐point	  connection	  between	  a	  master	  and	  a	  slave.	  

	  

The	  IEEE	  Standard	  802.15.1	  –	  2005	  defines	  5	  types	  of	  logical	  transport:	  

1. ACL	  (Asynchronous	  Connection-‐oriented)	  

2. SCO	  (Synchronous	  Connection-‐Oriented)	  

3. eSCO	  (extended	  Synchronous	  Connection-‐Oriented)	  

4. ASB	  (Active	  Slave	  Broadcast)	  

5. PSB	  (Parked	  Slave	  Broadcast)	  

	  

The	   synchronous	   logical	   transports	   are	   typically	   used	   to	   transport	   time-‐bounded	  
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information,	   for	   example	   voice,	   or	   general	   synchronous	   data.	   They	   can	   rely	   on	  

reserved	  slots	  at	  regular	   intervals,	  provided	  by	  the	  master.	  For	  this	  reason	  they	  can	  

be	  considered	  as	  circuit-‐switched	  connections.	  

In	  addition	  the	  eSCO	  logical	  transport	  may	  have	  a	  retransmission	  window	  after	  ther	  

reserved	  slots.	  

	  

Non-‐reserved	   slots	   can	   be	   used	   for	   asynchronous	   logical	   transports,	   that	   can	   be	  

considered	  as	  packet-‐switched	  connections.	  

	  

Every	  active	  slave	   in	  a	  piconet	   (but	  not	   the	  master)	  has	  another	  address,	   related	   to	  

the	  logical	  transport:	  it	  is	  the	  Logical	  Transport	  Address	  (LT_ADDR).	  The	  LT_ADDR	  is	  

composed	  by	  3	  bits,	  and	  the	  all-‐zero	  LT_ADDR	  is	  reserved	  for	  broadcast	  messages.	  It	  

is	  assigned	  by	  the	  master	  to	  the	  slave	  when	  it	  becomes	  active	  and	  it	  is	  carried	  in	  the	  

packet	  header.	  

For	  every	  eSCO	  logical	  transport	  a	  secondary	  LT_ADDR	  is	  assigned	  to	  the	  slave.	  

A	  slave	  accepts	  a	  packet	  only	  if	  it	  matches	  with	  its	  LT_ADDR	  (primary	  or	  secondary),	  

or	  if	  it	  is	  a	  broadcast	  packet.	  

	  

	  

	  

2.4.4:	  Logical	  link	  

	  

A	  logical	  link	  is	  associated	  with	  a	  logical	  transport.	  

	  

The	  logical	  links	  defined	  in	  the	  IEEE	  Standard	  are	  four:	  

1. LC	  (Link	  Control)	  

2. ACL-‐C	  (ACL	  Control)	  

3. ACL-‐U	  (ACL	  User)	  

4. SCO-‐S	  /	  eSCO-‐S	  (SCO/eSCO	  Stream)	  

	  

LC	  and	  ACL-‐C	  are	  used	  for	  control,	  while	  ACL-‐U,	  SCO-‐S	  and	  eSCO-‐S	  are	  used	  for	  user	  

data.	  

To	   be	  more	   precise,	   SCO-‐S	   and	   eSCO-‐S	   are	   for	   synchronous	   links,	   and	  ACL-‐U	   is	   for	  
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asynchronous	   and	   isochronous	   links.	   (Isochronous	   links	   differ	   from	   synchronous	  

links	  because	  they	  can	  also	  have	  a	  non-‐constant	  data	  rate;	  synchronous	  links	  have	  a	  

constant	  data	  rate).	  

The	  LC	  logical	  link	  is	  carried	  in	  the	  packet	  header,	  the	  other	  logical	  links	  are	  carried	  in	  

the	  packet	  payload.	  

	  

	  

	  

2.5:	  The	  packets	  

	  

2.5.1:	  The	  packets	  

	  

Data	  are	  transmitted	  in	  packets.	  Every	  packet	  has	  a	  fixed	  structure,	  and	  is	  formed	  by	  

3	  parts:	  the	  access	  code,	  the	  header	  and	  the	  payload.	  

	  

	  
Figure	  2.14	  –	  Structure	  of	  a	  general	  Bluetooth	  packet	  

	  

The	  access	   code	   can	  be	  of	  68	  or	  72	  bits	   and	   carries	   information	  about	   the	  physical	  

channel.	  

The	   header	   is	   composed	   by	   54	   bits;	   it	   can	   be	   divided	   into	   two	   fields:	   the	   packet	  

header	  and	  the	  payload	  header.	  The	  first	  one	  carries	  the	   logical	  transport	   identifier,	  

while	  the	  second	  one	  carries	  the	  logical	  link	  identifier.	  

The	  payload	  has	  a	  variable	  size	  between	  the	  minimum	  value	  of	  0	  and	  the	  maximum	  

value	  of	  2745	  bits;	  it	  carries	  information	  from	  higher	  layers	  or	  user	  data.	  
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Figure	  2.15	  –	  Information	  carried	  by	  the	  packet’s	  fields	  

	  

Talking	  about	  the	  packet’s	  bit	  ordering,	  the	  little	  Endian	  format	  is	  used,	  so	  the	  LSB	  is	  

the	  first	  bit	  sent	  over	  the	  air	  and,	  in	  illustrations,	  it	  is	  shown	  on	  the	  left	  side.	  

	  

According	  to	  their	  length,	  we	  can	  divide	  the	  packets	  in	  3	  categories:	  

1. The	  shortened	  access	  code	  only	  (68	  bits)	  

2. The	  access	  code	  and	  the	  header	  

3. The	  full	  packet	  (access	  code,	  header	  and	  payload)	  

	  

The	  packets	  of	  the	  first	  two	  categories	  last	  only	  one	  time	  slot.	  

The	  full	  packet,	  instead,	  can	  last	  1,	  3	  or	  5	  time	  slots,	  according	  to	  its	  length.	  It	  is	  not	  

permitted	  a	  packet	  duration	  of	  2	  or	  4	  time	  slots	  to	  mantain	  the	  correct	  alternation	  of	  

master’s	   packets	   and	   slave’s	   packets.	   We	   remember,	   indeed,	   that	   the	   master	   can	  

begin	  a	  transmission	  only	  in	  even	  time	  slots,	  while	  the	  slave	  can	  in	  odd	  time	  slots.	  If	  

an	   even	  value	  of	   time	   slots	   occupation	   could	  be	  possible,	   this	   alternation	  would	  be	  

damaged.	  
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Figure	  2.16	  –	  Different	  packet	  durations	  

	  

The	  IEEE	  Standard	  defines	  15	  types	  of	  packet	  for	  each	  of	  the	  3	  logical	  transports:	  SCO,	  

eSCO,	   ACL.	   They	   are	   distinguished	   by	   the	   4-‐bit	   TYPE	   field	   in	   the	   header.	   The	   table	  

below	  shows	  all	  these	  packet	  types.	  
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Table	  2.1	  –	  Packet	  types	  

	  

The	  ID	  packet	  (not	  shown	  in	  the	  table)	  consists	  of	   the	  Device	  Access	  Code	  (DAC)	  or	  

the	  Inquiry	  Access	  Code	  (IAC),	  and	  has	  a	  fixed	  length	  of	  68	  bits.	  

	  

The	  NULL	  packet	  has	  no	  payload:	  it	  consists	  only	  of	  the	  access	  code	  and	  the	  header.	  

Its	   length	   is	   fixed	   too:	   126	   bits.	   It	   is	   often	   used	   as	   acknowledgment,	   and	   does	   not	  

require	  an	  acknowledgment.	  

	  

The	  POLL	  packet	   is	  similar	   to	   the	  NULL	  packet:	   it	  does	  not	  have	  a	  payload,	  but	   it	   is	  

used	  for	  polling	  and	  it	  does	  require	  an	  acknowledgment.	  

	  

The	  FHS	   (Frequency	  Hop	  Synchronization)	  packet	   is	   a	   control	  packet	   that	   contains,	  

among	  other	  things,	  the	  device	  address	  and	  the	  clock	  of	  the	  sender.	  

	  

The	  master	   can	   also	   send	   a	   packet	   directed	   to	   all	   the	   slaves	   in	   the	   piconet:	   this	   is	  
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called	  a	  broadcast	  packet.	  

A	  broadcast	  packet	  shall	  not	  be	  acknowledged,	  and	  for	  this	  reason	  the	  master	  sends	  it	  

multiple	  times,	  to	  be	  (quite)	  sure	  it	  will	  be	  received	  even	  in	  a	  noisy	  environment.	  The	  

number	  of	  times	  the	  packet	  will	  be	  sent,	  NBC,	  is	  a	  fixed	  number.	  

	  

	  

	  

2.5.2:	  Access	  code	  

	  

To	  mitigate	   the	   unwanted	   effects	   of	   a	   physical	   channel	   collision,	   that	  may	   happen,	  

each	  transmission	  on	  a	  physical	  channel	  starts	  with	  an	  access	  code,	  that	  is	  used	  as	  a	  

correlation	  code	  by	  devices	  tuned	  to	  the	  physical	  channel.	  For	  this	  reason	  the	  access	  

code	  is	  always	  present	  at	  the	  start	  of	  every	  transmitted	  packet.	  

It	   also	   indicates	   to	   the	   receiver	   the	   arrival	   of	   a	   packet,	   and	   is	   used	   for	   timing	  

synchronization,	  offset	  compensation	  and	  identification.	  

The	  access	  code	  carries	  information	  about	  the	  physical	  channel,	  and	  all	  packets	  sent	  

in	  the	  same	  physical	  channel	  are	  preceded	  by	  the	  same	  access	  code.	  

	  

The	  IEEE	  Standard	  defines	  three	  different	  access	  codes:	  

1. IAC	  (Inquiry	  Access	  Code)	  

2. DAC	  (Device	  Access	  Code)	  

3. CAC	  (Channel	  Access	  Code)	  

All	  of	  them	  are	  derived	  from	  the	  LAP	  of	  the	  BD_ADDR.	  

	  

The	   IAC	   is	   used	   in	   the	   inquiry	   substate,	   and	   can	   be	   distinguished	   in	  GIAC	   (General	  

IAC),	  for	  general	  inquiry,	  and	  in	  DIAC	  (Dedicated	  IAC),	  for	  dedicated	  inquiry.	  There	  is	  

one	   GIAC	   and	   63	   DIACs,	   according	   to	   the	   64	   LAP	   reserved	   values	   for	   inquiry	  

operations	  

The	   DAC	   is	   used	   in	   the	   page,	   page	   scan,	   master	   response	   and	   slave	   response	  

substates.	  The	  DAC	  is	  derived	  from	  the	  paged	  device’s	  BD_ADDR.	  

Finally,	   the	   CAC	   is	   used	   in	   the	   connection	   state,	   and	   is	   derived	   from	   the	   master’s	  

BD_ADDR.	  
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The	  access	  code	  consists	  of	  a	  preamble,	  a	  sync	  word	  and	  a	  trailer	  (but	  the	  latter	  is	  not	  

always	  present).	  

Both	  preamble	  and	  trailer	  are	  fixed	  zero-‐one	  patterns	  of	  four	  bits.	  

	  

	  
Figure	  2.17	  –	  Structure	  of	  the	  access	  code	  

	  

As	  said	  before,	  the	  access	  code	  can	  be	  of	  68	  or	  72	  bits.	  If	  a	  packet	  header	  follows,	  it	  is	  

72	  bits	  long,	  otherwise	  is	  68	  bits	  long.	  

This	  short	  version	  of	  the	  access	  code	  is	  called	  “shortened	  access	  code”,	  and	  does	  not	  

contain	  a	  trailer.	  It	  is	  used	  in	  inquiry	  substate,	  page	  substate	  and	  park	  state.	  

	  

	  

To	  generate	  the	  sync	  word	  of	  the	  access	  code	  the	  IEEE	  Standard	  specifies	  the	  use	  of	  a	  

(64,	  30)	  expurgated	  block	  code	  and	  of	  a	  pseudo-‐random	  noise	  (PN)	  sequence.	  

The	   code	   guarantees	   large	  Hamming	   distance	   (dMIN	   =	   14)	   between	   the	   sync	  words	  

based	  on	  different	   addresses,	  while	   the	  PN	  sequence	   improves	   the	  auto-‐correlation	  

properties	  of	  the	  access	  code.	  

	  

This	   block	   code	   is	   generated	   starting	   from	   a	   BCH	   (Bose-‐Chaudhuri-‐Hocquenghem)	  

code.	  

The	   BCH	   codes	   are	   cyclic	   codes,	   which	  means	   block	   codes	  with	   a	   large	   amount	   of	  

mathematical	   structure.	   Thanks	   to	   this	   mathematical	   structure,	   easy	   encoding	  

operations	  and	  simple	  decoding	  algorithms	  are	  possible	  [10].	  

	  

In	  particular,	  for	  any	  pair	  of	  positive	  integers	  m	  and	  t	  there	  is	  a	  BCH	  code	  with	  these	  

parameters:	  

n	  =	  2m	  –	  1	   n	  –	  k	  ≤	  mt	   dMIN	  ≤	  2t	  +	  1	  

where	  k	  is	  the	  length	  (in	  bits)	  of	  the	  word	  to	  encode,	  and	  n	  is	  the	  length	  (in	  bits)	  of	  the	  

encoded	  word.	  

This	  code	  can	  correct	  t	  or	  fewer	  errors.	  
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The	   BCH	   code	   is	   one	   of	   the	   most	   useful	   for	   correcting	   random	   errors	   because	  

decoding	  algorithms	  can	  be	   implemented	  with	  an	  acceptable	  amount	  of	  complexity.	  

Therefore	  it	  is	  widely	  used.	  

	  

The	   expurgated	   block	   code	   used	   in	   the	   Bluetooth	   access	   code	   generation	   has	   a	  

generator	   polynomial	   that	   comes	   out	   from	   the	   (63,	   30)	   BCH	   generator	   polynomial	  

“157464165547”	  (expressed	  in	  octal	  notation).	  

It	  has	  been	  modified	  to	  obtain	  a	  (64,	  30)	  code:	  this	  means	  the	  length	  of	  the	  input	  word	  

is	  30	  bits,	  and	  the	  block	  returns	  a	  64-‐bits-‐long	  word.	  

	  

	  

	  

2.5.3:	  Header	  

	  

The	  header	  is	  formed	  by	  18	  bits	  and	  is	  encoded	  with	  a	  1/3	  rate	  FEC,	  resulting	  in	  a	  54-‐

bit	  header,	  as	  said	  before.	  

	  

It	  can	  be	  divided	  in	  6	  fields:	  

1. LT_ADDR	  (Logical	  Transport	  Address)	   3	  bits	  

2. TYPE	  (type	  code)	   	   	   	   4	  bits	  

3. FLOW	  (flow	  control)	   	   	   1	  bit	  

4. ARQN	  (acknowledge	  indication)	   	   1	  bit	  

5. SEQN	  (sequence	  number)	   	   	   1	  bit	  

6. HEC	  (Header	  Error	  Check)	   	   	   8	  bits	  

	  

	  
Figure	  2.18	  –	  Structure	  of	  the	  header	  
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2.5.4:	  Bitstream	  processing	  

	  

Before	   the	  packet	   is	   transmitted	  over	   the	   air,	   it	   has	   to	   be	  processed	   to	   increase	   its	  

reliability	  and	  security.	  This	  is	  done	  through	  a	  process	  called	  “bitstream	  processing”.	  

	  

The	  bitstream	  processing	  is	  not	  applied	  to	  the	  access	  code,	  and	  it	  is	  different	  for	  the	  

header	  and	  for	  the	  payload.	  

	  

For	   the	   header,	   a	   field	   of	   Header	   Error	   Check	   (HEC)	   is	   added,	   then	   there	   is	   a	  

scrambling	  operation	  with	  a	  whitening	  word,	  and	  at	  the	  end	  there	  is	  Forward	  Error	  

Correction	   (FEC)	   encoding.	   Naturally	   at	   the	   receiver	   side	   the	   same	   operations,	   but	  

inverted	  and	  in	  the	  inverse	  order,	  are	  done	  to	  the	  received	  packet	  header.	  

All	  these	  processes	  are	  mandatory.	  

	  

	  
Figure	  2.19	  –	  Header	  bitstream	  processing	  

	  

For	   the	   payload,	   instead,	   only	   the	   scrambling	  with	   a	  whitening	  word	   is	  mandatory	  

(and,	  of	  course,	  de-‐whitening	  at	  the	  receiver	  side).	  There	  are	  other	  processes	  that	  can	  

be	  optionally	  done:	  a	  Cyclic	  Redundancy	  Check	  (CRC),	  an	  encryption	  and	  an	  encoding	  

for	  the	  error	  correction	  or	  detection.	  As	  usual,	   if	  these	  operations	  are	  applied	  to	  the	  

payload,	  the	  receiver	  has	  to	  do	  the	  inverse	  operations	  when	  it	  receives	  the	  packet.	  
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Figure	  2.20	  –	  Payload	  bitstream	  processing	  

	  

	  

The	   error	   corrections	   schemes	   defined	   by	   the	   IEEE	   Standard	   802.15.1	   -‐	   2005	   are	  

three:	  

1. 1/3	  rate	  FEC	  

2. 2/3	  rate	  FEC	  

3. ARQ	  (Automatic	  Repeat	  Request)	  

	  

While	  the	  other	  operations	  have	  the	  scope	  to	  protect	  the	  data	  from	  errors	  and	  from	  

unauthorized	  receivers	  (the	  encryption),	   the	  scrambling	  with	  the	  whitening	  word	  is	  

done	  to	  randomize	  the	  data	  from	  highly	  redundant	  patterns	  and	  to	  minimize	  DC	  bias	  

in	  the	  packet.	  

	  

	  

	  

2.6:	  States	  and	  substates	  

	  

For	   every	  Bluetooth	   connection	   the	   IEEE	  Standard	  802.15.1	   -‐	   2005	  describes	   three	  

major	  states	  and	  seven	  substates,	  in	  which	  a	  device	  can	  be.	  

	  

The	  three	  states	  are:	  

1. Standby	  

2. Connection	  

3. Park	  
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The	  seven	  substates	  are:	  

1. Inquiry	  

2. Inquiry	  scan	  

3. Inquiry	  response	  

4. Page	  

5. Page	  scan	  

6. Master	  response	  

7. Slave	  response	  

	  

The	  substates	  are	  interim	  states,	  that	  is	  to	  say	  states	  in	  which	  the	  device	  remains	  for	  a	  

limited	  period	  of	   time,	  and	  are	  used	   for	  other	  devices	  discovery	  and	   for	  connection	  

establishment.	  

	  

States	  and	  substates	  refer	  to	  a	  single	  connection,	  so	  a	  device	  can	  be	  simultaneously	  in	  

many	  states	  (or	  substates),	  one	  for	  each	  connection	  it	  has.	  

	  

This	  state	  diagram	  shows	  an	  overview	  of	  states	  and	  substates:	  

	  

	  
Figure	  2.21	  –	  States	  and	  substates	  
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It	  should	  be	  noted	  that	  a	  device	  cannot	  move	  from	  a	  state	  straight	  to	  another	  one	  it	  

chooses.	   There	   are	   some	   constrained	   passages	   from	   a	   state	   to	   another	   it	   should	  

respect,	  and	  these	  passages	  reflect	  the	  logical	  changes	  in	  a	  connection	  establishment	  

and,	  later,	  in	  the	  connection	  management.	  

	  

Here	  is	  a	  typical	  progress	  through	  the	  states	  the	  master	  and	  a	  slave	  follow	  for	  a	  single	  

connection:	  

	  

	  
Figure	  2.22	  –	  Typical	  progress	  through	  the	  states	  

	  

	  

The	  STANDBY	  state	  is	  the	  default	  state	  in	  which	  a	  Bluetooth	  device	  can	  be.	  During	  the	  

permanence	  in	  this	  state	  it	  is	  in	  a	  low-‐power	  mode.	  When	  the	  device	  wants	  to	  connect	  

to	   other	   devices,	   it	   leaves	   the	   standby	   state	   and	   enters	   the	   inquiry	   or	   inquiry	   scan	  

subtstate.	  

	  

In	   the	   CONNECTION	   state,	   a	   device	   has	   already	   established	   a	   connection	   with	  

another	  device:	  they	  are	  physically	  connected	  to	  each	  other	  within	  a	  piconet	  and	  they	  
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can	  send	  and	  receive	  data	  packets.	  

Three	  different	  modes	  are	  defined	  for	  the	  connection	  state:	  

1. Active	  mode	  

2. Sniff	  mode	  

3. Hold	  mode	  

	  

In	  the	  ACTIVE	  mode,	  that	  is	  the	  main	  mode	  of	  the	  connection	  state,	  both	  master	  and	  

slave	   actively	   participate	   in	   the	   communication	   and	   exchange	   of	   data	   packets.	   The	  

slaves	  are	  also	  called	  active	  slaves.	  

If	   a	   device	   is	   not	   going	   to	   be	   nominally	   present	   on	   the	   channel	   at	   all	   times,	   it	  may	  

enter	  the	  sniff	  mode	  or	  the	  hold	  mode.	  

In	  the	  SNIFF	  mode	  the	  slave	  device	  listens	  with	  less	  frequency	  for	  incoming	  packets	  

from	  the	  master.	  It	  defines	  a	  duty	  cycle	  of	  periods	  of	  presence	  and	  absence,	  entering	  a	  

reduced	  power	  mode.	  

When	  a	  slave	  device	  is	  in	  the	  HOLD	  mode,	  it	  does	  not	  (temporarily)	  support	  an	  ACL	  

connection,	  but	  only	  synchronous	  links.	  

	  

A	   slave	   enters	   the	   PARK	   state	   when	   it	   does	   not	   actively	   participate	   in	   the	  

communication.	  As	  the	  state’s	  name	  says,	  the	  device	  is	  parked,	  not	  active,	  and	  thanks	  

to	   this	   it	   can	   save	   energy	   entering	   a	   low-‐power	  mode.	   Even	   if	   not	   active,	   it	   is	   still	  

connected	   to	   the	  master:	   it	   periodically	   reactivates	   to	  mantain	   the	   synchronization	  

and	  to	  control	  if	  there	  are	  any	  broadcast	  packets.	  

The	  park	  state	  has	  also	  another	  use:	  only	  up	  to	  seven	  slaves	  can	  be	  active	  in	  a	  piconet,	  

but	   more	   slaves	   can	   remain	   connected	   in	   park	   state.	   These	   parked	   slaves	   are	   not	  

active	  on	  the	  channel,	  but	  are	  synchronized	  to	  the	  master	  and	  can	  return	  active	  again	  

without	   the	   connection	   establishment	   procedure.	   Naturally	   only	   7	   slaves	   can	   be	  

active	  in	  a	  certain	  instant,	  and	  the	  other	  must	  be	  parked.	  

	  

In	   order	   to	   mantain	   the	   parked	   slaves	   synchronized	   to	   its	   clock,	   the	   master	  

periodically	  sends	  a	  signal	  called	  beacon	  train.	  This	  signal	  is	  periodic	  and	  is	  used	  by	  

the	  parked	  slaves	  not	  only	  to	  stay	  synchronized,	  but	  also	   for	  broadcast	  messages	  to	  

parked	  slaves	  and	  to	  exit	  the	  park	  state	  (unpark).	  

The	  beacon	  train	  is	  composed	  by	  NB	  beacon	  slots	  (with	  NB	  ≥	  1)	  which	  are	  temporally	  
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equidistant.	  They	  are	  tranmsitted	  periodically	  with	  a	  constant	  temporal	  interval	  TB.	  

The	   values	   of	  NB	   and	   TB	   are	   not	   specified	   by	   the	   IEEE	   Standard,	   but	   are	   chosen	   in	  

order	  to	  have	  sufficient	  beacon	  slots	  so	  that	  a	  parked	  slave	  can	  synchronize	  its	  clock	  

in	  a	  certain	  temporal	  window,	  even	  in	  an	  error-‐prone	  environment.	  

	  

	  
Figure	  2.23	  –	  Beacon	  train	  

	  

Parked	  slaves	  can	  also	  use	  only	  a	  subset	  of	  beacon	  slots,	  with	  a	  periodicity	  multiple	  of	  

TB.	  They	  can	  do	  that	  to	  save	  even	  more	  energy,	  beacuse	  in	  this	  case	  they	  listen	  to	  the	  

channel	  with	  even	  less	  frequency.	  

	  

	  

The	   INQUIRY,	   INQUIRY	   SCAN	   and	   INQUIRY	   RESPONSE	   are	   substates	   used	   to	  

discover	  other	  devices	  present	  in	  the	  area	  and	  to	  establish	  a	  first	  kind	  of	  connection	  

with	   them.	   After	   this	   procedure,	   the	   inquiry	   device	   (which	   later	   will	   become	   the	  

master)	   knows	   the	   clocks	   and	   the	   addresses	   of	   the	   inquiry	   scanning	   devices	   (the	  

future	  slaves)	  that	  answered,	  that	  is	  to	  say	  that	  entered	  the	  inquiry	  response	  substate.	  

The	  inquiry	  procedure	  is	  asymmetrical:	  the	  inquiry	  device	  carries	  out	  the	  discovery	  of	  

other	  devices,	  while	  the	  inquiry	  scanning	  device	  must	  be	  discoverable.	  If	   it	  wants	  to	  

accept	   a	   connection,	   it	   enters	   the	   inquiry	   response	   substate	   and	   answers	   to	   the	  

(future)	  master.	  

	  

The	  PAGE,	  PAGE	   SCAN,	  MASTER	  RESPONSE	   and	  SLAVE	  RESPONSE	   substates	   are	  

used	   to	   establish	   a	   connection.	   In	   order	   to	   do	   that,	   the	   paging	   device	   (the	   future	  

master)	   needs	   the	   address	   of	   the	  page	   scanning	  device	   (the	   future	   slave),	   obtained	  

from	  the	  inquiry	  procedure	  or	  from	  a	  previous	  connection	  with	  this	  device.	  

As	   the	   inquiry	   procedure,	   the	   paging	   procedure	   is	   asymmetrical:	   the	   paging	   device	  

carries	  out	  the	  connection	  (page)	  procedure,	  while	  the	  page	  scanning	  device	  must	  be	  
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connectable.	   Then	   the	   slave	   answers	   to	   the	  master	   (slave	   response),	   who	   answers	  

back	   again	   to	   the	   slave	   (master	   response).	   After	   these	   passages,	   both	   the	   devices	  

enter	  the	  connection	  state.	  

	  

There	   is	   also	   a	   role	   switch	   procedure,	   thats	   is	   used,	   as	   the	   name	   says,	   to	   swap	   the	  

roles	  of	  two	  devices	  connected	  in	  a	  piconet:	  the	  master	  becomes	  slave	  and	  the	  slave	  

becomes	   master.	   This	   implies	   moving	   from	   the	   physical	   channel	   defined	   by	   the	  

original	  master	  to	  the	  one	  defined	  by	  the	  new	  master.	  

After	  the	  role	  switch	  the	  original	  piconet	  physical	  channel	  may	  cease	  to	  exist	  or	  may	  

be	   continued,	   if	   the	   original	  master	   had	  other	   slaves	   that	   are	   still	   connected	   to	   the	  

channel.	   In	   the	   latter	   case,	   a	   scatternet	   is	   created,	   formed	   by	   the	   old	   and	   the	   new	  

piconets.	  

	  

	  

	  

2.7:	  Temporal	  regularity:	  the	  inquiry	  substate	  

	  

In	  order	  to	  extract	  characterizing	  temporal	  features	  in	  the	  Bluetooth	  packets,	  we	  have	  

to	  analyze	  the	  temporal	  regularities	  present	  in	  this	  technology.	  

As	   can	  be	   seen	   in	   the	   IEEE	  Standard	  802.15.1	   –	  2005,	   there	   are	   very	   few	   temporal	  

regularities,	  and,	   in	  addition,	  most	  of	  them	  depend	  on	  parameters	  that	  are	  fixed	  but	  

not	  specified	  by	  the	  Standard.	  This	  means	  we	  do	  not	  know	  them.	  

	  

An	  example	  of	  this	  is	  the	  beacon	  train,	  with	  its	  NB	  and	  TB	  unspecified	  values.	  

	  

Another	  example	  is	  the	  slot	  timing	  and	  the	  packet	  duration.	  A	  packet	  can	  last	  1,	  3	  or	  5	  

time	  slots,	  according	  to	  its	  length,	  which	  is	  not	  known.	  To	  be	  more	  precise:	  a	  packet	  

can	  occupy	  1,	  3	  or	  5	  time	  slots,	  but	  it	  lasts	  a	  time	  t0,	  according	  to	  its	  length.	  

If	  t0	  ≤	  TS	  it	  occupies	  1	  time	  slot.	  

If	  TS	  <	  t0	  ≤	  3	  TS	  it	  occupies	  3	  time	  slot.	  

If	  3	  TS	  <	  t0	  ≤	  5	  TS	  it	  occupies	  5	  time	  slot.	  

(If	  the	  packet	  is	  longer,	  it	  should	  be	  divided	  in	  two	  or	  more	  parts,	  so	  it	  can	  respect	  this	  

specification	  of	  the	  Standard).	  
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We	  can	  not	  see	  a	  strong	  timing	  regularity	  in	  this	  mechanism.	  

	  

	  

We	  can	  find	  temporal	  regularity	  in	  the	  inquiry	  substate.	  This	  is	  quite	  normal	  because	  

it	  is	  the	  initial	  phase	  a	  Bluetooth	  device	  uses	  to	  discover	  the	  other	  devices	  eventually	  

present	   in	   the	   area	   and	   to	   start,	   later,	   a	   connection.	   Before	   this	   first	   discovery,	   the	  

device	   shall	   not	   know	   anything	   about	   the	   other	   devices,	   and	   for	   this	   reason	   the	  

procedure	  presents	  a	  temporal	  regularity	  any	  device	  can	  detect.	  

	  

When	  a	  device	  enters	   the	   inquiry	  substate,	   it	   transmits	  repeatedly	  and	   in	  broadcast	  

the	   ID	   packet	   at	   different	   hop	   frequencies.	   This	   hopping	   sequence	   (the	   inquiry	  

hopping	   sequence)	   covers	  32	  of	   the	  79	  possible	   frequency	   channels,	   and	   is	  derived	  

from	  one	  of	  the	  reserved	  LAPs	  (it	  depends	  if	  this	  inquiry	  is	  general	  or	  dedicated).	  

	  

The	  ID	  packet,	  in	  this	  case,	  is	  the	  IAC	  of	  68	  bits.	  In	  the	  IEEE	  Standard	  802.15.1	  –	  2005,	  

from	  section	  8.6.3.2	  to	  section	  8.6.3.3.2,	  it	  is	  exactly	  described	  how	  to	  generate	  it.	  

Because	  of	   the	  bitrate	  of	  1	  Mb/s,	   the	   ID	  packet	  duration	   is	  68	  µs,	  and	   it	   is	  repeated	  

twice	  in	  a	  time	  slot.	  The	  following	  time	  slot	  is	  dedicated	  to	  receive	  eventual	  responses	  

from	  devices	  which	  are	  in	  the	  inquiry	  scan	  substate	  and	  want	  to	  answer,	  entering	  the	  

inquiry	  response	  substate.	  

So	  we	  have	  a	  time	  slot	  alternation:	  one	  is	  for	  inquiry	  transmission	  and	  one	  is	  for	  scan	  

for	  inquiry	  response	  messages.	  

	  

The	  inquiry	  timing	  is	  shown	  in	  the	  figure	  below,	  where	  we	  can	  visually	  appreciate	  the	  

temporal	  regularity:	  

	  



Stefano	  Boldrini	  –	  Recognition	  of	  Bluetooth	  signals	  based	  on	  feature	  detection	   44	  

	  
Figure	  2.24	  –	  Inquiry	  timing	  

	  

	  
Figure	  2.25	  –	  Timing	  of	  inquiry	  response	  packets	  on	  successful	  inquiry	  in	  first	  half	  

slot	  
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Figure	  2.26	  –	  Timing	  of	  inquiry	  response	  packets	  on	  successful	  inquiry	  in	  second	  half	  

slot	  

	  

The	  packet	  used	  for	  the	  inquiry	  response	  is	  the	  FHS	  packet.	  Thanks	  to	  this	  packet,	  the	  

inquiry	  device	  collects	  addresses	  and	  clocks	  of	  the	  inquiry	  response	  devices.	  

	  

	  

A	  device	  remains	   in	   the	   inquiry	  substate	  until	   the	  “inquiryTO”	  timer	  expires,	  unless	  

the	   BB	   resource	  manager	   decides	   the	   inquirer	   has	   collected	   a	   sufficient	   number	   of	  

responses.	   The	   “inquiryTO”	   timer	   defines	   the	   number	   of	   slots	   the	   inquiry	   substate	  

will	  last.	  Its	  value	  is	  not	  fixed,	  but	  the	  IEEE	  Standard	  recommends	  a	  value	  of	  10.24	  s.	  

The	   resource	  manager	   can	   also	   decide	   the	   inquiry	   substate	   can	   last	  more	   time,	   to	  

collect	  more	  responses.	  This	  is	  done	  when	  the	  environment	  is	  very	  noisy.	  

	  

It	  is	  not	  specified	  when	  a	  device	  should	  enter	  the	  inquiry	  substate,	  but	  if	  it	  does	  this	  

periodically,	  the	  IEEE	  Standard	  recommends	  a	  period	  of	  about	  one	  minute.	  
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CHAPTER	  3	  

SIMULATING	  BLUETOOTH	  TRAFFIC	  

	  

	  

	  

3.1:	  Using	  MATLAB	  

	  

After	   seeing	   a	   brief	   introduction	   to	   the	   IEEE	   Standard	   802.15.1	   –	   2005,	   the	   main	  

characteristics	  of	  the	  Bluetooth	  technology	  are	  known.	  

Now	  a	  simulation	  of	  the	  behaviour	  of	  a	  Bluetooth	  transmitter	  can	  be	  done,	  because	  its	  

functional	   operations	   are	   known,	   and	   packets	   	   and	   the	   relative	   signals	   can	   be	  

generated.	  

After	   finding	   some	   characterizing	   features,	   that	   can	   be	   useful	   for	   our	   purpose,	   the	  

Bluetooth	  packets	  and	  the	  signals	  can	  be	  generated;	  an	  analysis	  of	  them	  can	  be	  done,	  

to	  recognize	  the	  features.	  

In	   other	   words	   the	   scope	   is	   to	   extract	   features	   that	   will	   let	   us	   detect,	   with	   a	  

reasonable	  certainty,	  if	  the	  traffic	  a	  generic	  device	  is	  capturing	  is	  Bluetooth	  traffic	  or	  

not.	  

	  

	  

To	  simulate	  Bluetooth	  traffic	  in	  this	  work,	  MATLAB	  and	  Simulink	  have	  been	  used.	  

	  

MATLAB	  stands	  for	  "Matrix	  Laboratory"	  and	  is	  a	  numerical	  computing	  environment	  

and	  high-‐level	  programming	  language.	  

Developed	   by	   “The	  MathWorks”,	   MATLAB	   allows	  matrix	  manipulations,	   plotting	   of	  

functions	   and	   data,	   implementation	   of	   algorithms,	   creation	   of	   user	   interfaces,	   and	  

interfacing	  with	  programs	  written	  in	  other	  languages,	  including	  C,	  C++,	  and	  Fortran.	  

Although	   MATLAB	   is	   intended	   primarily	   for	   numerical	   computing,	   an	   optional	  

toolbox	   uses	   the	   MuPAD	   symbolic	   engine,	   allowing	   access	   to	   symbolic	   computing	  

capabilities.	  An	  additional	  package,	  Simulink,	  adds	  graphical	  multi-‐domain	  simulation	  

and	  Model-‐Based	  Design	  for	  dynamic	  and	  embedded	  systems.	  
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This	  software	  application	  has	  been	  chosen	  because	  of	  its	  ductility	  and	  reliability,	  and	  

because	   it	   is	   widely	   used	   across	   industry	   and	   the	   academic	   world.	   MATLAB	   users	  

come	  from	  various	  backgrounds	  of	  engineering,	  science,	  and	  economics.	  

	  

	  

	  

3.2:	  The	  Bluetooth	  transmitter	  

	  

The	  first	  step	  is,	  therefore,	  to	  create	  a	  Bluetooth	  transmitter	  in	  MATLAB.	  

	  

Simulink,	  an	  additional	  package	  included	  in	  MATLAB,	  contains	  a	  demo	  of	  a	  Bluetooth	  

transceiver.	  Its	  block	  diagram	  is	  shown	  below:	  

	  

	  
Figure	  3.1	  –	  Block	  diagram	  of	  Simulink’s	  Bluetooth	  transceiver	  
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This	  demo	  simulates	  an	  entire	  Bluetooth	  transmission,	  that	  is	  to	  say	  a	  transmitter,	  an	  

Additive	  White	  Gaussian	  Noise	  (AWGN)	  channel	  and	  a	  receiver.	  The	  transmitter	  and,	  

of	  course,	  the	  receiver	  incorporate	  the	  frequency	  hopping	  system,	  with	  a	  hopping	  rate	  

of	  1600	  hops/s.	  The	  hopping	  sequence	  is	  not	  derivated	  from	  the	  address	  and	  clock	  of	  

one	  of	  these	  two	  simulated	  devices	  (supposing	  it	  is	  the	  master);	  the	  frequencies	  are	  in	  

fact	  chosen	  randomly.	  

The	  bitrate	  this	  model	  simulates	  is	  of	  1	  Mb/s.	  The	  bits	  are	  randomly	  chosen	  too.	  

This	   model	   also	   contains	   a	   Bit	   Error	   Rate	   (BER)	   calculation	   block	   and	   shows	   the	  

signal	   progress	   in	   the	   frequency	   domain,	   calculating	   the	   Fast	   Fourier	   Transform	  

(FFT)	  of	  the	  signal.	  

	  

This	  entire	  model	  is	  not	  necessary	  for	  our	  scope.	  

What	   is	  needed	  for	  the	  work	  is	  only	  the	  transmitter,	  but	  that	   is	  able	  to	  send	  chosen	  

bits.	  

	  

Considering	   the	   cognitive	   radio,	   the	   device	   a	   priori	   does	   not	   know	   the	   frequency	  

hopping	  sequence,	  and	  therefore	  does	  not	  know	  to	  which	  1	  MHz	  channel	  in	  the	  ISM	  

entire	  band	  to	  be	  tuned	  to.	  What	  it	  can	  do,	  is	  to	  consider	  the	  entire	  2.4	  GHz	  ISM	  band;	  

to	  be	  more	  precise,	  the	  79	  MHz	  band	  formed	  by	  the	  79	  Bluetooth	  frequency	  hopping	  

channels,	  i.e.	  from	  2401.5	  MHz	  to	  2480.5	  MHz.	  

In	  this	  way	  it	  can	  be	  considered	  two	  different	  conditions,	  that	  are	  equivalent	  for	  the	  

scope	  of	  this	  work.	  

The	   first	   one	   is	   that	   the	   generic	   device	   that	   has	   to	   capture	   the	   signals	   and,	   later,	  

classify	   the	   captured	   traffic,	   knows	   somehow	   to	  which	   frequency	   to	   be	   tuned	   to	   in	  

every	  instant;	  the	  second	  one	  is	  that	  it	  is	  able	  to	  capture	  in	  all	  the	  entire	  2.4	  GHz	  ISM	  

band.	  

This	  means	  that	  it	  knows	  the	  hopping	  sequence	  (first	  condition)	  or	  has	  79	  filters,	  each	  

tuned	  to	  a	  Bluetooth	  frequency	  channel	  (second	  condition).	  

	  

For	   this	   reason	   the	   frequency	   hopping	   results	   “transparent”	   for	   our	   scope.	   It	   is	  

transparent	  because	  it	  is	  like	  the	  device	  does	  not	  see	  there	  is	  a	  frequency	  hopping,	  it	  

only	  receives	  the	  signal	  as	  it	  would	  be	  always	  in	  the	  same	  frequency.	  
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On	   the	   contrary,	   an	   important	  aspect	   is	   that	   it	   is	  necessary	   for	   this	  work	   to	   choose	  

exactly	   which	   bits	   will	   be	   transmitted.	   This	   is	   needed	   because	   we	   have	   to	   find	  

characterizing	   features,	   and	   these	   features	   may	   depend	   on	   which	   bits	   the	   packets	  

carry.	  

	  

	  

Therefore	   a	   new	  model	   of	   the	   Buetooth	   transmitter	   has	   been	   created	   in	  MATLAB,	  

with	  the	  characteristics	  useful	  for	  this	  work.	  

In	   this	   Bluetooth	   transmitter	   model,	   chosen	   bits	   are	   modulated	   with	   an	   FSK	  

modulation	   (equivalent,	   for	   our	   scope,	   to	   the	   GFSK	   modulation	   expected	   by	   the	  

Standard),	  then	  they	  are	  modulated	  in	  the	  ISM	  band	  and	  finally	  the	  resulting	  signal	  is	  

sent	  over	  the	  air.	  

	  

	  

	  

3.3:	  Which	  features	  

	  

As	   said	   above,	   it	   is	   important	   to	   choose	   exactly	   which	   bits	   will	   be	   transmitted,	  

because	  in	  the	  bit	  sequeneces	  some	  features	  can	  be	  found.	  

	  

In	  fact	  it	  must	  be	  always	  present	  that	  the	  recognition	  of	  the	  Bluetooth	  signals	  is	  here	  

tempted	  through	  feature	  detection.	  

Therefore	   the	  characterizing	   features	  must	  be	  chosen,	   that	   is	   to	   say	  something	   that	  

can	  lead	  to	  the	  recognition	  of	  the	  Bluetooth	  technology.	  

	  

First	  of	  all,	  the	  modulation	  used	  in	  the	  Bluetooth	  technology	  is	  the	  GFSK	  modulation;	  

therefore	   the	   output	   signal	   has	   a	   constant	   envelope.	   This	   can	   be	   a	   first	   degree	   of	  

discrimination	  (even	  if	  it	  is	  not	  strong	  enough	  to	  call	  it	  “feature”):	  all	  signals	  with	  non-‐

constant	  envelope	  can	  not	  be	  Bluetooth	  signals.	  

	  

Another	   important	   thing	   are	   the	   known	   and	   fixed	   bit	   sequences	   that	   the	   IEEE	  

Standard	  802.15.1	  establishes.	  This	  can	  be	  an	  important	  feature,	  that	  can	  distinguish	  
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Bluetooth	   from	   other	   technologies,	   and	   therefore	   let	   us	   recognize	   it	   in	   the	  

environment.	  

Our	  Bluetooth	  transmitter	  model	  must	  be	  able	  to	  recreate	  these	  sequences,	  and	  then	  

a	  classifier	  must	  be	  able	   to	  recognize	   them,	   to	  recognize	   this	   technology	  among	   the	  

others.	  In	  other	  words,	  the	  classifier	  must	  use	  these	  features	  to	  recognize	  Bluetooth	  

signals.	  

	  

	  

	  

3.4:	  Creating	  the	  packets	  and	  the	  signals	  

	  

The	  first	  step	  is	  to	  create	  Bluetooth	  packets.	  

The	  packets	  used	  in	  this	  simulation	  are	  the	  ID	  packet	  and	  the	  access	  code	  (even	  if	  it	  is	  

not	  properly	  a	  packet,	  but	  a	  bit	  sequence	  that	  is	  present	  at	  the	  start	  of	  every	  packet).	  

	  

	  

The	   ID	   packet	   used	   in	   the	   inquiry	   substate	   is	   the	   only	   packet	   that	   has	   fixed	   and	   a	  

priori-‐known	   bits.	   As	   described	   in	   chapter	   two,	   this	   packet	   consists	   of	   the	   Inquiry	  

Access	  Code	  (IAC),	  and	  has	  a	  fixed	  length	  of	  68	  bits.	  

The	  standard	  defines	  every	  single	  pass	  to	  create	  a	  generic	  access	  code.	  To	  generate	  it,	  

the	  Lower	  Address	  Part	   (LAP)	  of	   the	  device	   is	   needed.	   In	   this	   case,	   for	   the	  General	  

Inquiry	  Access	  Code,	  there	  is	  a	  reserved	  LAP,	  whose	  value	  is	  0x9E8B33	  (expressed	  in	  

hexadecimal	  notation).	  

Then	  this	  initial	  bit	  sequence	  is	  properly	  manipulated	  to	  obtain	  a	  final	  sequence	  of	  68	  

bits.	  

As	  seen	  in	  more	  detail	  in	  the	  second	  chapter,	  there	  are	  two	  main	  operations	  made	  to	  

generate	   the	  sync	  word	  of	   the	  access	  code:	   the	   IEEE	  Standard	  specifies	   the	  use	  of	  a	  

(64,	  30)	  expurgated	  block	  code	  and	  of	  a	  pseudo-‐random	  noise	  (PN)	  sequence.	  

The	   code	   guarantees	   large	  Hamming	   distance	   (dMIN	   =	   14)	   between	   the	   sync	  words	  

based	  on	  different	   addresses,	  while	   the	  PN	  sequence	   improves	   the	  auto-‐correlation	  

properties	  of	  the	  access	  code.	  

The	   expurgated	   block	   code	   used	   in	   the	   Bluetooth	   access	   code	   generation	   has	   a	  

generator	   polynomial	   that	   comes	   out	   from	   the	   (63,	   30)	   BCH	   generator	   polynomial	  
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“157464165547”	  (expressed	  in	  octal	  notation).	  It	  has	  been	  modified	  to	  obtain	  a	  (64,	  

30)	  code:	  this	  means	  the	  length	  of	  the	  input	  word	  is	  30	  bits,	  and	  the	  block	  returns	  a	  

64-‐bit-‐long	  word.	  

	  

At	  the	  end,	  this	  68-‐bit	  sequence	  is	  obtained.	  

This	  ID	  packet	  is	  important	  for	  two	  reasons:	  

1. We	  have	  a	  known	  fixed	  sequence	  that	  can	  identify	  Bluetooth	  

2. It	  is	  transmitted	  repeatedly	  

Therefore,	  the	  ID	  packet	  can	  be	  a	  good	  characterizing	  feature	  for	  Bluetooth.	  

	  

	  

The	  access	  code	  is	  composed	  by	  72	  bits,	  and	  is	  present	  at	  the	  start	  of	  every	  Bluetooth	  

packet.	   Its	  generation	   follows	   the	   same	  passes	  discussed	   in	   the	   second	  chapter	  and	  

above,	  for	  the	  ID	  packet.	  That	  is	  obvious,	  because	  the	  ID	  packet	  is	  a	  particular	  case	  of	  

a	  general	  access	  code.	  

	  

The	   starting	   bit	   sequence	   for	   the	   generation	   of	   the	   access	   code	   is	   the	   LAP	   of	   the	  

BD_ADDR	   of	   the	   Bluetooth	   device,	   i.e.	   it	   depends	   from	   the	   device’s	   address	   and	   is	  

different	  for	  every	  device.	  

Nevertheless	  some	  of	  these	  72	  bits	  are	  a	  priori	  known.	  

The	  first	  5	  bits,	  in	  fact,	  are	  either	  “01010”	  or	  “10101”.	  This	  is	  because	  the	  access	  code	  

starts	  with	  a	  4-‐bit	  preamble,	   that	   is	   composed	  by	  an	  alternation	  of	  ones	  and	  zeros,	  

depending	  from	  the	  next	  bit	  (the	  fifth	  bit,	  i.e.	  the	  first	  bit	  of	  the	  sync	  word).	  

Even	  the	  last	  11	  bits	  of	  the	  access	  code	  are	  known.	  The	  last	  4	  bits	  are	  the	  trailer,	  that	  

is	  a	  fixed	  zero-‐one	  pattern	  (as	  the	  preamble	  is:	  “0101”	  or	  “1010”).	  The	  previous	  7	  bits	  

are	  also	   fixed,	  because	   they	   form	  a	   length-‐seven	  Barker	   sequence	   that	   is	  present	  at	  

the	  end	  of	  the	  sync	  word.	  

	  

For	  this	  reason	  there	  four	  possible	  patterns	  present	  in	  the	  access	  code:	  two	  possible	  

preambles,	  and	  for	  each	  two	  possible	  11	  final	  bits.	  

These	  known	  bits,	  moreover,	  are	  at	  a	   fixed	  temporal	  distance.	  As	   the	  access	  code	   is	  

composed	   by	   72	   bits,	   the	   first	   5	   bits	   are	   separated	   from	   the	   last	   11	   bits	   by	   56	  

unknown	  bits	  (they	  depend	  from	  the	  device’s	  address),	  i.e.	  56	  µs.	  
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To	  test	  the	  recogniton	  step,	  random	  bit	  sequences	  of	  68	  and	  72	  bits	  are	  also	  created.	  

	  

	  

All	   these	   bit	   sequences,	   both	   the	   known	   ones	   and	   the	   random	   ones,	   are	   then	  

modulated	   with	   an	   FSK	   modulation	   (equivalent,	   for	   our	   scope,	   to	   the	   GFSK	  

modulation	  expected	  by	  the	  Standard,	  as	  explained	  later).	  

They	  are	  then	  shifted	  in	  band,	  using	  every	  time	  a	  random	  carrier	  frequency	  fc.	  These	  

possible	  random	  fc	  are	  79,	  one	  for	  each	  Bluetooth	  channel.	  In	  this	  way	  our	  simulation	  

does	   not	   depend	   on	   the	   specific	   frequncy	   channel,	   and	   it	   is	   thought	   as	   the	   generic	  

device	  does	  not	  know	  the	  frequency	  hopping	  sequence.	  

To	  make	   the	   simulation	  more	   realistic,	   an	   Additive	  White	   Gaussian	   Noise	   (AWGN)	  

channel	  is	  taken	  into	  consideration.	  

	  

	  
Figure	  3.2	  –	  Steps	  of	  the	  simulation	  

	  

Now	  the	  packets	  and	  the	  relative	  signals	  are	  generated,	  the	  recognition	  of	  Bluetooth	  

signals	  based	  on	  feature	  detection	  can	  be	  done.	  

	  

	  

	  

3.5:	  Recognition	  of	  Bluetooth	  signals	  

	  

The	  recognition	  of	  Bluetooth	  signals	   is	  based	  on	   feature	  detection.	  The	   features	  are	  

the	  ones	  explained	  above:	  

• Constant	  envelope	  

• ID	  packet	  (known	  68-‐bit	  sequence)	  

• Access	  code	  (known	  5+11	  bits	  in	  a	  72-‐bit	  sequence)	  

	  

The	  recognition	  is	  made	  of	  these	  steps:	  

1. Non	  constant	  envelope	  signals	  are	  discarded	  
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2. If	   the	   signal’s	   envelope	   is	   constant,	   its	  bit	   sequence	   is	   estimated	   through	   the	  

signal’s	  zero-‐crossing	  

3. The	  estimated	  bit	  sequence	  is	  compared	  with	  the	  Bluetooth	  known	  sequences,	  

and	  if	  they	  are	  the	  same	  sequences,	  it	  can	  be	  said	  that	  the	  received	  signal	  is	  a	  

Bluetooth	  signal	  

	  

	  

It	  must	   be	   observed	   that	   the	   estimation	   of	   the	   bit	   sequence	   is	   done	  with	   the	   zero-‐

crossing	   technique.	  For	   this	   reason	   in	   this	  simulation	   the	  GFSK	  modulation,	  used	   in	  

the	  Bluetooth	  technology,	  is	  equivalent	  to	  the	  FSK	  modulation,	  they	  have	  no	  different	  

effects	  in	  the	  zero-‐crossing	  of	  the	  signal.	  

In	  this	  simulation	  is	  used,	  therefore,	  the	  FSK	  modulation	  instead	  of	  GFSK.	  This	  is	  done	  

because	  it	  permits	  a	  simpler	  implementation.	  

	  

The	  estimation	  of	  the	  bit	  sequence	  is	  done	  with	  the	  zero-‐crossing.	  To	  be	  more	  precise,	  

the	   number	   of	   zero	   crossings	   in	   a	   bit	   interval	   TB	   =	   1	   µs	   is	   calculated,	   and	   it	   is	  

compared	  to	  the	  number	  of	  zero	  crossings	  in	  the	  previous	  TB.	  If	  they	  are	  (quite)	  the	  

same,	  the	  estimated	  bit	  is	  the	  same	  bit	  as	  the	  previous	  bit,	  otherwise	  the	  estimation	  

provides	  a	  change	  of	  bit.	  

In	  this	  way	  the	  estimated	  bit	  sequence	  depends	  on	  the	  intial	  bit.	  Therefore,	  for	  every	  

received	  signal,	   two	  sequences	  are	  estimated,	  one	   starting	  with	  a	   “0”	  and	   the	  other	  

starting	  with	  a	  “1”,	  and	  they	  are	  compared	  with	  the	  Bluetooth	  sequences.	  

	  

As	  the	  AWGN	  is	  taken	  into	  account,	  there	  can	  be	  different	  zero-‐crossings	  for	  the	  same	  

bit.	  For	  this	  reason	  the	  recognition	  procedure	  calculates	  if	  they	  are	  “quite”	  the	  same.	  

A	   study	   on	   the	   threshold	   the	   number	   of	   zero	   crossings	   must	   have,	   to	   consider	   a	  

change	  of	  bit,	  is	  done,	  and	  the	  optimum	  threshold	  is	  found	  using	  a	  linear	  classifier:	  the	  

Pocket	  classifier.	  In	  this	  way	  the	  optimum	  threshold	  is	  found	  for	  the	  different	  values	  

of	  SNR	  considered,	  and	  it	  is	  then	  used	  in	  the	  sequence	  estimation.	  

	  

Moreover,	   in	   this	   work	   the	   noise	   is	   taken	   into	   account	   only	   considering	   different	  

thresholds	  for	  different	  SNR	  values.	  Even	  if	  not	  implemented	  in	  these	  simulations,	  the	  

recogniton	  step	  could	  also	  be	  more	  tolerant,	  especially	  with	  low	  SNR	  values	  and	  with	  
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the	  ID	  packet	  of	  68	  bits,	  considering	  a	  bit	  sequence	  an	  ID	  packet	  even	  if	  some	  bits	  are	  

not	  the	  same.	  

	  

There	   is	   an	   hypothesis	   that	   has	   been	   done	   in	   this	   simulation:	   a	   perfect	  

synchronization	  on	  the	  packet’s	  arrival	  time.	  In	  fact	  the	  estimation	  of	  the	  bit	  sequence	  

begins	  exactly	  with	  the	  initial	  instant	  of	  the	  signal	  that	  represents	  the	  first	  bit	  of	  the	  

sequence.	  

Naturally	   the	   generic	   device	   that	   has	   to	   do	   the	   acquisition	   and	   recognition	   can	  not	  

have	  this	  synchronization,	  but	  must	  probably	  use	  a	  sliding	  window	  of	  acquisition	  and	  

recognition.	  

	  

	  

It	   must	   be	   also	   remembered	   the	   ID	   packet	   is	   sent	   regularly	   to	   discover	   other	  

Bluetooth	  devices.	  So,	  if	  an	  ID	  packet	  is	  found,	  it	  can	  be	  said	  that	  there	  is	  a	  Bluetooth	  

device	   in	   the	   environment,	   but	   not	   more.	   From	   the	   ID	   packet	   we	   can	   not	   say	   if	   a	  

Bluetooth	  connection	  is	  actually	  active.	  

If	  an	  access	  code	  is	  found,	  instead,	  we	  can	  say	  more:	  in	  fact	  the	  access	  code	  is	  present	  

at	  the	  start	  of	  every	  Bluetooth	  packet,	  and	  this	  means	  that	  Bluetooth	  packets	  are	  sent	  

over	  the	  air.	  For	  this	  reasons,	  if	  an	  access	  code	  is	  found,	  it	  can	  be	  said	  that	  there	  is	  an	  

active	  Bluetooth	  connection	  in	  the	  listened	  environment.	  

	  

	  

	  

3.6:	  Higher	  layers	  features	  

	  

Until	  now	  the	  features	  used	  in	  this	  work	  are	  quite	  of	  low	  layers	  in	  the	  protocol	  stack.	  

In	   fact	   physical	   characteristics	   of	   the	   signal	   are	   taken	   into	   account,	   together	   with	  

sequences	  of	  bit.	  

	  

Higher	   layers	   features,	   for	   example	   characteristics	   of	   the	   MAC	   layer,	   can	   lead	   to	  

simpler	  algorithms	  of	  recognition	  and	  could	  be	  useful	  in	  a	  generic	  device	  (an	  energy	  

detector,	  for	  example),	  that	  can	  be	  integrated	  in	  the	  cognitive	  radio.	  
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Unfortunately	   the	   Bluetooth	   technology	   does	   not	   show	   strong	   regularities	   in	   MAC	  

layer,	   i.e.	   strong	   enough	   to	   use	   them	   as	   characterizing	   features	   that	   can	   lead	   to	  

recognition.	  

As	  described	  in	  the	  second	  chapter,	  the	  most	  regular	  behaviour	  the	  Bluetooth	  shows	  

is	  in	  the	  inquiry	  substate.	  

	  

Despite	   this,	   the	   temporal	   behaviour	   of	   a	  Bluetooth	  packet	   exchange	   can	  be	  useful,	  

because	  it	  presents	  differences	  from	  another	   large	  used	  technology	  operating	  in	  the	  

2.4	  GHz	  ISM	  band:	  the	  Wi-‐Fi	  (IEEE	  Standard	  802.11).	  

	  

	  

For	   this	   reason	   a	   simulation	   of	   Bluetooth	   packet	   exchange	   has	   been	   made.	   The	  

packets	  have	  been	  generated	  using	  MATLAB.	  

	  

It	   has	   been	   considered	   a	   piconet	   with	   only	   two	   devices,	   a	   master	   and	   a	   slave,	   in	  

connection	  state.	  

The	  two	  devices	  send	  their	  packets	  alternately:	  one	  device	  (the	  master,	  for	  example)	  

sends	   its	   data	   packets,	   and	   for	   every	   received	   packet	   the	   other	   device	   (the	   slave)	  

sends	  back	  an	  acknowledgement.	  The	  data	  packets	  sent	  by	  the	  master	  can	  occupy	  1	  

or	  3	  or	  5	  time	  slots,	  according	  to	  their	  length,	  where	  the	  time	  slot	  lasts	  625	  μs.	  On	  the	  

other	  hand,	  the	  acknowledgement	  packets	  are	  short	  and	  occupy	  only	  1	  time	  slot.	  

	  

	  
Figure	  3.3	  -‐	  Exchange	  of	  different-‐length	  packets	  

	  

The	   maximum	   length	   of	   a	   1-‐time-‐slot-‐packet	   has	   been	   fixed	   at	   366	   bits,	   that	  

correspond	  to	  366	  μs.	  
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The	   maximum	   length	   of	   a	   3-‐time-‐slots-‐packet	   has	   been	   fixed	   at	   1622	   bits,	   that	  

correspond	  to	  1622	  μs.	  

The	   maximum	   length	   of	   a	   5-‐time-‐slots-‐packet	   has	   been	   fixed	   at	   2870	   bits,	   that	  

correspond	  to	  2870	  μs.	  

For	  the	  acknowledgement	  a	  NULL	  packet	  has	  been	  used.	  The	  NULL	  packet	  has	  a	  fixed	  

length	  of	  126	  bits,	  so	  its	  duration	  is	  always	  126	  μs.	  

	  

Three	  different	  scenarios	  has	  been	  considered:	  

Scenario	  1:	   all	  the	  data	  packets	  occupy	  only	  1	  time	  slot	  

Scenario	  2:	   90	  %	  of	  data	  packets	  occupy	  1	  time	  slot	  

	   	   7	  %	  of	  data	  packets	  occupy	  3	  time	  slots	  

	   	   3	  %	  of	  data	  packets	  occupy	  5	  time	  slots	  

Scenario	  3:	   80	  %	  of	  data	  packets	  occupy	  1	  time	  slot	  

	   	   15	  %	  of	  data	  packets	  occupy	  3	  time	  slots	  

	   	   5	  %	  of	  data	  packets	  occupy	  5	  time	  slots	  

	  

In	  every	  scenario	  the	  70	  %	  of	  the	  data	  packets	  duration	  is	  the	  maximum	  considered	  

(366	  μs	  for	  1-‐time-‐slot-‐packets,	  1622	  μs	  for	  3-‐time-‐slot-‐packets,	  2870	  μs	  for	  5-‐time-‐

slot-‐packets).	  

The	   duration	   of	   the	   other	   30	   %	   of	   packets	   is	   uniformely	   distributed	   between	   the	  

minimum	  value	  considered	  and	  the	  maximum	  value	  considered.	  For	  this	  reason:	  

126	  μs	  ≤	  1-‐time-‐slot-‐packet	  duration	  ≤	  366	  μs	  

1250	  μs	  ≤	  3-‐time-‐slots-‐packet	  duration	  ≤	  1622	  μs	  

2500	  μs	  ≤	  5-‐time-‐slots-‐packet	  duration	  ≤	  2870	  μs	  

	  

As	   the	  standard	  expects,	   for	  every	  packet's	  arrival	   time	  a	   jitter	  of	  ±	  10	  μs	  has	  been	  

taken,	  to	  consider	  a	  not	  perfect	  synchronization	  between	  the	  two	  devices.	  This	  jitter	  

has	  a	  gaussian	  distribution	  with	  mean	  0	  and	  standard	  deviation	  10/3	  μs.	   So	   in	   this	  

context	  the	  99	  %	  of	  jitter	  values	  are	  included	  in	  the	  ±	  10	  μs	  interval,	  and	  the	  other	  1	  

%	   of	   values	   has	   been	   brought	   back	   to	   the	   extreme	   jitter	   values.	   For	   this	   reason	   in	  

every	  case	  the	  minimum	  jitter	  is	  -‐	  10	  μs	  and	  the	  maximum	  jitter	  is	  10	  μs.	  
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Here	  is	  a	  summary	  of	  the	  values	  used	  in	  the	  three	  different	  scenarios	  considered:	  

duration	  of	  one	  time	  slot:	  625	  μs	  

duration	  of	  the	  NULL	  packet:	  126	  μs	  

minimum	  duration	  of	  a	  1-‐time-‐slot-‐packet:	  126	  μs	  

minimum	  duration	  of	  a	  3-‐time-‐slots-‐packet:	  1250	  μs	  (625*2)	  

minimum	  duration	  of	  a	  5-‐time-‐slots-‐packet:	  2500	  μs	  (625*4)	  

maximum	  duration	  of	  a	  1-‐time-‐slot-‐packet:	  366	  μs	  

maximum	  duration	  of	  a	  3-‐time-‐slots-‐packet:	  1622	  μs	  

maximum	  duration	  of	  a	  5-‐time-‐slots-‐packet:	  2870	  μs	  

jitter:	  ±	  10	  μs	  

	  

	  

This	  simulation	  has	  been	  used	  for	  the	  Wi-‐Fi	  vs.	  Bluetooth	  classification	  [17]	  [18].	   In	  

these	   works	   it	   can	   be	   seen	   that	   this	   Bluetooth	   behaviour,	   even	   if	   it	   has	   no	   strong	  

regularities,	  can	  be	  used	  to	  distinguish	  Bluetooth	  technology	  	  from	  Wi-‐Fi	  technology.	  

	  

	  

This	  simulation	  has	  been	  used	  in	  the	  work	  “Automatic	  network	  recognition	  by	  feature	  

extraction:	  a	  case	  study	  in	  the	  ISM	  band”.	  This	  work	  has	  been	  accepted	  for	  publication	  

in	  Proceedings	  of	  the	  5th	  International	  Conference	  on	  Cognitive	  Radio	  Oriented	  Wireless	  

Networks	   and	   Communications,	   Special	   Session	   on	   Cognitive	   Radio	   and	  Networking	  

for	   Cooperative	   Coexistence	   of	   Heterogeneous	  Wireless	   Networks,	   June	   9-‐11	   2010,	  

Cannes,	  France.	  

The	  manuscript	  is	  inserted	  in	  the	  Appendix.	  
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CHAPTER	  4	  

RESULTS	  

	  

	  

	  

In	  this	  chapter	  the	  results	  of	  the	  simulations	  are	  presented	  and	  commented.	  

	  

Before	  doing	  this,	  the	  simulation	  steps	  are	  briefly	  summarized.	  

	  

• The	  bit	  sequence	  of	  the	  ID	  packet	  is	  generated;	  all	  the	  68	  bits	  are	  known	  

• Four	  different	  bit	   sequences	  of	  72	  bits	   of	   the	   access	   code	  are	   generated;	   the	  

known	   bits	   are	   the	   first	   5	   and	   the	   last	   11.	   The	   possible	   sequences	   are	   four	  

because	  there	  are	  two	  different	  initial	  5-‐bit	  patterns	  and	  two	  different	  final	  11-‐

bit	  patterns	  

• Random	  sequences	  both	  of	  68	  and	  72	  bits	  are	  generated	  

• All	   these	  sequences	  are	  modulated	  FSK	  and	  shifted	   in	  band,	  with	  79	  random	  

carrier	  frequencies	  fc	  in	  the	  2.4	  GHz	  ISM	  band	  

• AWGN	  is	  added,	  considering	  five	  different	  conditions	  of	  Signal-‐to-‐Noise	  Ratio	  

(SNR):	  SNR→∞	  (no	  noise),	  SNR	  =	  40	  dB,	  SNR	  =	  20	  dB,	  SNR	  =	  10	  dB,	  SNR	  =	  5	  dB	  

	  

After	  these	  signal	  generation	  steps,	  there	  is	  the	  Bluetooth	  recogniton	  step:	  

• Signal	  with	  non-‐constant	  envelope	  are	  discarded	  

• The	   number	   of	   zero	   crossings	   in	   a	   bit	   interval	   TB	   =	   1	   µs	   is	   calculated,	   the	  

difference	  with	  the	  zero-‐crossing	  number	  in	  the	  previous	  TB	  is	  done,	  and	  so	  a	  

bit	  sequence	  is	  estimated;	  for	  every	  signal,	   two	  sequences	  are	  estimated,	  one	  

starting	  with	  a	  “0”,	  and	  the	  other	  starting	  with	  a	  “1”	  

• A	  comparison	  of	  the	  estimated	  sequence	  with	  the	  sequences	  of	  ID	  packet	  and	  

access	  code	  is	  done,	  and,	  if	  they	  matches,	  the	  Bluetooth	  signal	  is	  recognized	  

	  

	  

First	   of	   all,	   the	   optimum	   threshold	   of	   the	   absolute	   value	   of	   the	   difference	   of	   the	  

number	  of	  zero	  crossings	  was	  found,	  in	  the	  different	  conditions	  of	  SNR.	  
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Figure	  4.1	  –	  Optimum	  threshold	  in	  zero-‐crossing,	  SNR	  =	  40	  dB	  

	  

	  
Figure	  4.2	  –	  Optimum	  threshold	  in	  zero-‐crossing,	  SNR	  =	  20	  dB	  
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Figure	  4.3	  –	  Optimum	  threshold	  in	  zero-‐crossing,	  SNR	  =	  10	  dB	  

	  

	  
Figure	  4.4	  –	  Optimum	  threshold	  in	  zero-‐crossing,	  SNR	  =	  5	  dB	  

	  

As	   expected,	   when	   the	   SNR	   decreases,	   the	   threshold	   grows,	   because	   the	   noise	   can	  

increase	  or	  decrease	  the	  number	  of	  zero	  crossings	  of	  the	  signal,	  even	  if	  it	  represents	  

the	  same	  bit	  as	  the	  previous	  one.	  
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In	  fact	  it	  can	  be	  seen	  that	  the	  histogram	  of	  the	  zero-‐crossing	  difference	  in	  the	  “same	  

bit	  condition”	  is	  concentrated	  near	  the	  zero	  with	  higher	  SNR	  values,	  while	  it	  is	  more	  

spreaded	  with	  lower	  SNR	  values.	  

An	   analogue	   situation	   occurs	   for	   the	   zero-‐crossing	   difference	   in	   the	   “change	   of	   bit	  

condition”,	   but	   the	   concentration	   is	   this	   time	   near	   higher	   values,	   and	   it	   presents	   a	  

more	  distributed	  histogram.	  The	  reason	  of	  this	  more	  distributed	  histogram,	  even	  with	  

an	   SNR	   value	   of	   40	   dB,	   is	   the	   fact	   that	   different	   carrier	   frequencies	   are	   taken	   into	  

account.	  With	   higher	   frequencies,	   the	   deviation	   from	   the	   centre	   frequency	   has	   less	  

influence,	   and	   the	   “change	   of	   bit	   condition”	   records	   a	   lower	   absolute	   value	   of	   the	  

difference	  of	  the	  number	  of	  zero	  crossings.	  

	  

	  

After	  founding	  the	  zero-‐crossing	  threshold,	  the	  rate	  of	  recognized	  Bluetooth	  packets	  

(and	   of	   the	   recognized	   variable-‐envelope	   signals)	   is	   considered,	   as	   the	   SNR	   value	  

changes.	  

	  

Three	  different	  scenarios	  are	  taken	  into	  account:	  

1. There	  is	  no	  active	  Bluetooth	  device	  in	  the	  environment	  

2. There	  is	  (at	  least)	  an	  active	  Bluetooth	  device	  in	  the	  environment,	  but	  no	  active	  

Bluetooth	  connections	  

3. There	  is	  (at	  least)	  an	  active	  Bluetooth	  connection	  in	  the	  environment	  
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Figure	  4.5	  –	  Rates	  in	  scenario	  1	  

	  

In	  the	  first	  scenario	  the	  rate	  of	  recognized	  ID	  packets	  and	  access	  codes	  is,	  of	  course,	  

null.	  

The	  rate	  of	   recognized	  variable-‐envelope	  signals	   first	   increases	  and	   then	  decreases,	  

tending	  at	  a	  value	  near	  1	  as	  the	  SNR	  grows.	  

	  

	  
Figure	  4.6	  –	  Rates	  in	  scenario	  2	  
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In	  the	  second	  scenario	  the	  rate	  of	  recognized	  access	  codes	  remains	  null	  (there	  are	  no	  

access	  codes)	  with	  every	  SNR	  value.	  

The	  rate	  of	  recognized	  ID	  packets	  increases	  as	  the	  SNR	  value	  increases.	  With	  SNR	  =	  5	  

dB	   its	   value	   is	   near	   to	   0,	   making	   it	   difficult	   a	   recognition	   of	   the	   presence	   of	   a	  

Bluetooth	  device	  (if	  no	  bit	  errors	  in	  the	  bit	  sequence	  are	  allowed).	  With	  SNR	  =	  40	  dB	  

the	  rate	  tends	  to	  1.	  

	  

	  
Figure	  4.7	  –	  Rates	  in	  scenario	  3	  

	  

In	  the	  third	  scenario	  the	  rate	  of	  recognized	  access	  codes	  can	  be	  considered.	  Like	  the	  

rate	  of	  ID	  packets,	  it	  increases	  as	  the	  SNR	  value	  increases,	  tending	  to	  1	  with	  SNR	  =	  40	  

dB.	  But	  even	  with	  SNR	  =	  5	  dB,	  its	  value	  does	  not	  go	  under	  0.5,	  making	  it	  possible	  to	  

recognize	  a	  Bluetooth	  active	  connection.	  This	  is	  due	  to	  the	  lower	  number	  of	  bits	  that	  

can	  be	  compared.	  

They	   are	   in	   fact	   only	   16	   (5	   +	   11),	   but	   in	   fixed	   time	  positions,	   and	   they	  must	   occur	  

every	  625	  µs	   (with	  1-‐time	  slot	  packets),	   so	   they	  can	  be	  verified	   frequently.	  For	   this	  

reason	  they	  can	  lead	  to	  a	  quite	  sure	  answer	  on	  the	  presence	  of	  a	  Bluetooth	  connection	  

in	  the	  environment.	  

	  

After	  considering	  the	  rates	  as	  the	  SNR	  value	  changes,	  a	  temporal	  transition	  among	  the	  

threee	  different	  scenarios	  has	  been	  taken	  into	  account.	  
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Figure	  4.8	  –	  Change	  of	  scenario	  and	  the	  recognized	  packets	  with	  SNR	  =	  40	  dB	  

	  

	  
Figure	  4.9	  –	  Transition	  through	  scenarios,	  without	  noise	  
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Figure	  4.10	  –	  Transition	  through	  scenarios,	  SNR	  =	  40	  dB	  

	  

	  
Figure	  4.11	  –	  Transition	  through	  scenarios,	  SNR	  =	  20	  dB	  
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Figure	  4.12	  –	  Transition	  through	  scenarios,	  SNR	  =	  10	  dB	  

	  

	  
Figure	  4.13	  –	  Transition	  through	  scenarios,	  SNR	  =	  5	  dB	  

	  

As	  it	  can	  be	  seen,	  the	  ID	  packet	  and	  access	  code	  rates	  mantain	  quite	  high	  values	  until	  

the	  SNR	  is	  above	  or	  equal	  the	  value	  of	  20	  dB.	  

With	  SNR	  =	  10	  dB	  both	  rates	  present	  lower	  values.	  
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With	  SNR	  =	  5	  dB	  the	  ID	  packet	  rate	  is	  too	  low	  to	  be	  recognized.	  Maybe	  allowing	  some	  

bit	  errors	   in	  the	  68-‐bit	  sequence,	   it	  can	  grow	  to	  higher	  values.	  The	  access	  code	  rate	  

value	  remains	  a	  little	  higher,	  due	  to	  its	  shorter	  known	  bit	  sequence.	  
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CHAPTER	  5	  

CAPTURING	  REAL	  TRAFFIC	  

	  

	  

	  

5.1:	  RAW	  mode	  and	  Bluetooth	  sniffer	  

	  

So	   far	   it	   has	   been	   considered	   simulated	   traffic:	   Bluetooth	   packets	   and	   signals	   have	  

been	  created,	  using	  MATLAB,	  and	  they	  have	  been	  analyzed.	  

	  

It	  would	  be	  interesting	  to	  analyze	  real	  Bluetooth	  traffic,	  as	  it	  can	  be	  done	  with	  the	  Wi-‐

Fi	  technology	  [17]	  [18].	  

	  

	  

	  

5.1.1:	  Problems	  in	  Bluetooth	  sniffing	  

	  

In	  order	  to	  capture	  real	  Bluetooth	  packets,	  some	  difficulties	  come	  out.	  

We	   can	   understand	   them	   better	   if	   we	   have	   clear	   the	   operating	   scenario.	   Our	   ideal	  

scenario	  should	  be	  this	  one:	  two	  or	  more	  Bluetooth	  devices	  (one	  master	  and	  one	  or	  

more	   slaves,	   or	   even	   more	   masters	   if	   there	   is	   a	   scatternet	   or	   just	   more	   piconets)	  

which	   are	   sending	   and	   receiving	   packets;	   our	   Bluetooth	   device,	   that	   can	   collect	   all	  

these	  packets,	  without	  being	  part	  of	  the	  piconet	  (or	  the	  piconets).	  Our	  device	  should	  

be,	  in	  other	  words,	  a	  “sniffer”.	  

	  

Here	  the	  first	  problem	  comes	  out:	  capture	  all	  the	  packets.	  

As	  we	  have	  seen	   in	   the	  Bluetooth	   technology	  description,	  a	  device	  accepts	  a	  packet	  

only	   if	   it	  matches	  with	   its	  address,	  or	   if	   it	   is	  a	  broadcast	  packet.	   If	   it	   recognizes	   the	  

packet	  is	  not	  directed	  to	  itself,	  it	  automatically	  discards	  it.	  Bluetooth	  devices	  are	  not	  

designed	  to	  accept	  all	  the	  packets,	  this	  “sniffer	  function”	  is	  not	  expected.	  

For	  this	  reason,	  if	  that	  function	  should	  be	  obtained,	  a	  specific	  device,	  designed	  for	  this	  

scope,	  should	  be	  used.	  
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Another	   possible	   way	   is	   to	   use	   a	   normal,	   everyday	   Bluetooth	   device,	   but	   with	   a	  

modified	  firmware,	  that	  allows	  to	  use	  it	  as	  a	  sniffer.	  

	  

Another	  difficulty	  in	  creating	  a	  Bluetooth	  sniffer	  resides	  in	  the	  Bluetooth	  technology	  

itself,	  as	  it	  was	  thought	  and	  designed.	  

It	  has	  been	  seen	  in	  chapter	  2	  that	  it	  uses	  the	  Frequency	  Hopping	  Spread	  Spectrum	  to	  

avoid	   interference	  and	   fading.	  Packets	  are	   spread	  over	  79	   frequencies,	   and	   the	   link	  

hops	  between	  these,	  changing	  frequency	  for	  every	  packet.	  Naturally	  a	  device	  can	  be	  

tuned	  to	  only	  one	  frequency	  at	  a	  time.	  

So,	  if	  Bluetooth	  packets	  shall	  be	  captured,	  the	  device	  has	  to	  know	  to	  which	  channel	  it	  

has	  to	  listen	  to	  in	  every	  instant.	  In	  other	  words	  it	  has	  to	  know	  the	  hopping	  sequence,	  

that	  is	  not	  a	  trivial	  thing.	  

Then,	  if	  we	  manage	  to	  solve	  this	  problem,	  we	  have	  to	  consider	  that	  in	  this	  way	  only	  

the	  traffic	  of	  the	  piconet	  related	  to	  the	  hopping	  sequence	  can	  be	  captured,	  and	  not	  the	  

traffic	  of	  the	  other	  piconets	  eventually	  present	  in	  the	  area.	  

	  

The	   realistic	   scenario,	   in	  which	   real	   Bluetooth	   traffic	   capture	   can	   be	   done,	  will	   be,	  

therefore,	  different	  from	  the	  ideal	  one.	  

With	  a	  Bluetooth	  sniffer	  only	  the	  packets	  of	  one	  piconet	  can	  be	  obtained,	  and	  only	  if	  

the	  device	  is	  able	  to	  know,	  somehow,	  the	  hopping	  sequence.	  

	  

	  

	  

5.1.2:	  RAW	  mode	  

	  

The	  first	  thing	  is,	  as	  we	  have	  seen,	  to	  obtain	  a	  Bluetooth	  sniffer.	  

	  

The	   first	   hypothesis	   is	   to	   use	   a	   specific	   device.	  An	   example	   of	   this	   is	   the	   FrontLine	  

FTS4BT,	   that	   is	   a	   protocol	   analyzer	   and	   packet	   sniffer.	   It	   is	   designed	   to	   capture	  

packets,	  so	  it	  can	  solve	  our	  problem.	  

But	   using	   a	   specific	   device	   turns	   us	   away	   from	   our	   primary	   target,	   that	   is	   the	  

cognitive	   radio.	   If	   a	   generic	   cognitive	   radio	   device,	   that	   can	   recognize	   wireless	  

networks	  eventually	  present,	  will	   later	  be	  used,	  a	  specific	  device	  can	  not	  be	  used	  to	  
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capture	   real	   traffic,	   because	   this	   device	   will	   not	   be	   available	   in	   the	   final	  

implementation.	  

	  

For	  this	  reason	  the	  second	  hypothesis	  must	  be	  chosen:	  a	  normal	  Bluetooth	  device,	  but	  

modified	  for	  our	  scope.	  

To	  obtain	  a	  sniffer,	  our	  device	  should	  not	  discard	  packets	  not	  directed	  to	  itself,	  but	  it	  

should	  collect	  all	  the	  packets.	  

In	  the	  Wi-‐Fi	  technology,	  a	  similar	  behaviour	  is	  obtained	  putting	  the	  Network	  Wireless	  

Adapter	   in	   the	   so	   called	   “monitor	   mode”.	   After	   doing	   that,	   it	   collects	   all	   the	  Wi-‐Fi	  

packets	  in	  a	  specific	  Wi-‐Fi	  frequency	  channel	  [17]	  [18].	  

	  

For	   a	   Bluetooth	   device	   there	   is	   the	   “RAW	  mode”,	   that	   allows	   it	   to	   capture	   all	   the	  

packets	  in	  the	  frequency	  channel	  to	  which	  is	  tuned	  to.	  

Therefore	  our	  device	  should	  be	  put	  in	  RAW	  mode.	  This	  is	  not	  immediate,	  because	  this	  

is	  not	  an	  expected	  mode	   for	  a	  device.	  The	  device's	   firmware	  must	  be	   changed	  with	  

another	  firmware	  that	  allows	  the	  RAW	  mode.	  

	  

	  

First	  of	  all	  some	  hardware	  limitations	  come	  out:	  it	  is	  not	  possible	  to	  do	  this	  change	  in	  

all	   the	   chipsets	   of	   the	   devices.	   A	   suitable	   chipset	   shall	   be	   found	   (in	   this	   work	   a	  

Cambridge	  Silicon	  Radio	   chipset	  has	  been	  used),	   and	   then	  a	   firmware	   that	  puts	   the	  

device	  in	  RAW	  mode.	  The	  device's	  firmware	  must	  be	  changed	  with	  this	  new	  one,	  and	  

we	  finally	  get	  a	  Bluetooth	  device	  in	  RAW	  mode:	  our	  sniffer.	  
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Figure	  5.1	  –	  Bluetooth	  device	  before	  turning	  it	  in	  RAW	  mode	  

	  

	  
Figure	  5.2	  –	  Bluetooth	  device	  after	  turning	  it	  in	  RAW	  mode	  

	  

	  

	  

5.1.3:	  Association	  to	  a	  piconet	  and	  data	  acquisition	  

	  

Now	  the	  device	  can	  be	  controlled	  with	  some	  special	  commands,	   that	  depend	  on	  the	  

firmware	  that	  has	  been	  used.	  

	  

To	   use	   our	   sniffer	   to	   capture	   the	   Bluetooth	   packets,	   it	   has	   to	   know	   the	   hopping	  

sequence.	   To	   do	   that,	   it	   has	   to	   be	   specified,	   through	   the	   opportune	   command,	   the	  

BD_ADDR	  of	  the	  piconet's	  master.	  With	  this	  address,	  our	  device	  extracts	  its	  clock	  and	  

calculates	  the	  corret	  hopping	  sequence.	  



Stefano	  Boldrini	  –	  Recognition	  of	  Bluetooth	  signals	  based	  on	  feature	  detection	   72	  

Now	  our	  sniffer	   is	  able	  to	  capture	  all	   the	  packets	  sent	   in	  the	  piconet.	  Thanks	  to	  this	  

special	  firmware	  it	  does	  not	  discard	  packets	  not	  directed	  to	  itself,	  and	  thanks	  to	  the	  

hopping	  sequence	  it	  knows	  in	  which	  channel	  they	  are	  transmitted	  in	  every	  instant.	  

	  

It	  should	  be	  noted	  that	  in	  this	  way	  the	  sniffer	  knows	  the	  hopping	  sequence,	  but	  it	  is	  

not	  associated	  to	  the	  piconet.	  That's	  corret	  for	  a	  sniffer.	  

	  

At	  this	  point	  an	  opportune	  application	  shall	  be	  used,	  to	  obtain	  the	  packets,	  the	  sniffer	  

has	  captured,	  from	  the	  sniffer	  itself.	  

But	  before	  doing	  this,	  it	  must	  be	  verified	  if	  this	  is	  really	  possible,	  with	  our	  Bluetooth	  

device.	  

	  

	  

	  

5.2:	  Host	  Controller	  Interface	  

	  

Before	  capturing	  real	  Bluetooth	  packets,	   it	  must	  be	  considered	  an	  important	  part	  of	  

the	  Bluetooth	   technology	  described	   in	   the	   IEEE	  Standard	  802.15.1	  –	  2005:	   the	  Host	  

Controller	  Interface	  (HCI).	  

As	  the	  name	  says,	  the	  HCI	  is	  a	  standardized	  interface	  which	  provides	  a	  control	  system	  

of	  the	  Bluetooth	  device	  from	  the	  higher	  architectural	  layers	  of	  the	  host.	  

	  

The	  figure	  below	  shows	  the	  Bluetooth	  protocol	  stack,	  and	  where	  the	  HCI	  takes	  place	  

in	  it:	  
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Figure	  5.3	  –	  Position	  of	  the	  Host	  Controller	  Interface	  

	  

The	  HCI	  is	  positioned	  between	  the	  BaseBand	  (BB)	  layer	  and	  the	  Logical	  Link	  Control	  

Adaptation	  Protocol	  (L2CAP)	  layer.	  

	  

	  

	  

5.2.1:	  Why	  HCI	  

	  

The	  function	  of	  the	  HCI	  is	  to	  interface	  the	  host	  with	  the	  Bluetooth	  device,	  to	  create	  a	  

link	  between	  them,	  so	  they	  can	  communicate	  in	  a	  correct	  way	  and	  inter-‐operate	  with	  

each	  other.	  

	  

In	   fact	   the	   host	   is	   intended	   to	   be	   generic,	   that	  means	   it	   can	   be	   a	   cellular	   phone,	   a	  

smartphone,	  a	  netbook,	  a	  computer,	  or	  even	  another	  device.	  Naturally	  every	  kind	  of	  

device	  has	  its	  own	  specific	  functional	  rules	  and	  protocols,	  that	  can	  be	  different	  from	  

the	  rules	  and	  protocols	  used	  in	  other	  kind	  of	  devices.	  

On	  the	  other	  hand	  a	  Bluetooth	  device	  can	  be	  developped	  and	  manufacted	  by	  a	  very	  

large	  number	  of	  manufacturers;	  and	  every	  device	  has	   its	  own	  specific	   firmware.	  To	  
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say	   more,	   in	   general	   it	   is	   not	   known	   how	   the	   firmware	   exactly	   works,	   how	   the	  

functions	  are	  effectively	  implemented	  (except	  of	  the	  manufacturer,	  of	  course).	  

	  

That	  is	  why	  an	  interface	  is	  needed.	  The	  HCI	  fills	  this	  gap	  between	  this	  two	  entities	  of	  

different	   type,	   between	   the	   various	   nature	   of	   the	   host	   device	   and	   the	   proprietary	  

implementation	  of	  the	  Bluetooth	  device's	  firmware.	  

The	  HCI	   specifies	  how	   the	  upper	   layers	   can	  control	   the	  device	  and	  which	   functions	  

and	  parameters	  they	  shall	  use	  to	  communicate	  with	  it.	  

On	  the	  other	  side,	   through	  HCI,	   the	  device	  knows	  how	  to	   interpret	   the	  upper	   layers	  

commands,	  and	  perform	  the	  correct	  operations.	  

	  

	  
Figure	  5.4	  –	  HCI:	  between	  host	  and	  device	  

	  

The	  IEEE	  Standard	  specifies	  all	  the	  possible	  commands	  supported	  by	  the	  HCI,	  so	  that	  

every	  host	  device	  and	  every	  Bluetooth	  device	  can	  implement	  them	  and	  communicate	  

with	  the	  “other	  part”	  through	  the	  interface	  in	  a	  correct	  way.	  
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5.2.2:	  Limitations	  imposed	  by	  HCI	  

	  

It	  has	  been	  seen	  why	  the	  Host	  Controller	  Interface	  has	  been	  introduced	  and	  what	  are	  

its	  functions.	  

For	   the	   scope	   of	   this	   work,	   however,	   the	   presence	   of	   HCI	   represents	   a	   sort	   of	  

limitation.	  

	  

As	  it	  can	  bee	  seen,	  the	  Physical	  Radio	  layer	  and	  the	  BaseBand	  layer	  remain	  under	  the	  

HCI.	   This	   allows	   the	   manufacturer	   of	   the	   Bluetooth	   device	   to	   implement	   its	   own	  

firmware,	  with	  the	  only	  fixed	  point	  to	  respect	  the	  IEEE	  Standard	  specifications.	  

But	   this	  HCI	  position	   also	   implies	   that	   every	   communication	  between	   lower	   layers,	  

that	  is	  to	  say	  not	  derivated	  from	  higher	  layers	  commands,	  remains	  under	  the	  HCI,	  and	  

any	  host	  can	  not	  have	  any	  kind	  of	  control	  on	  it.	  

	  

	  
Figure	  5.5	  –	  Communication	  between	  layers	  of	  the	  same	  level	  
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Figure	  5.6	  –	  Protocol	  stack	  from	  PC	  to	  Bluetooth	  device	  

	  

For	   example,	   if	   a	   host	   wants	   to	   send	   to	   another	   host	   some	   “user	   data”,	   i.e.	   data	  

generated	   in	  higher	   layers	  of	   the	  stack,	   these	  data	  are	  encapsulated	   in	   lower	   layers	  

packets,	  pass	  through	  the	  HCI,	  are	  encapsulated	  in	  the	  lowest	  layers	  packets	  and	  are	  

sent.	  At	  the	  receiver	  side	  the	  inverse	  operations	  are	  done,	  to	  receive	  the	  user	  data.	  

In	  this	  communication	  all	  the	  data	  created	  in	  the	  layers	  that	  reside	  above	  the	  HCI	  are	  

available	  at	  the	  receiver	  host,	  both	  payload	  and	  header	  of	  the	  different	  layers	  packets.	  	  

	  

However	   a	   control	   packet	   does	   not	   cross	   the	   interface.	   This	   kind	   of	   packet,	   that	   is	  

generated	  from	  the	  layers	  below	  the	  HCI,	  follows	  the	  normal	  path	  of	  encapsulation	  in	  

lower	  layers	  packets,	  but	  at	  the	  receiver	  side	  it	  goes	  up	  until	  it	  reaches	  the	  layer	  from	  

which	  it	  was	  generated,	  that	  is	  obviously	  even	  in	  this	  stack	  below	  the	  Host	  Controller	  

Interface,	  not	  crossing	  it.	  

	  

In	  other	  words,	  all	  the	  data	  present	  in	  the	  host	  are	  accessible,	  but	  the	  data	  present	  in	  

the	  host	  are	  the	  ones	  generated	  from	  the	  architectural	   layers	  that	  reside	  in	  the	  host	  

side,	  above	  the	  HCI,	  and	  not	  the	  ones	  generated	  from	  the	  architectural	   layers	   in	  the	  

Bluetooth	  device	  side,	  below	  the	  HCI.	  

The	  lower	  layers	  packets,	  as	  the	  control	  packets,	  are	  therefore	  unreachable,	  because	  

they	  do	  not	  cross	  the	  HCI	  and	  always	  remain	  in	  the	  device	  side.	  

	  

To	   be	   more	   precise	   there	   could	   be	   a	   way	   to	   reach	   these	   packets:	   changing	   the	  

firmware	   of	   the	   Bluetooth	   device	   with	   another	   one	   specifically	   designed	   for	   this	  
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scope,	  so	  that	  it	  can	  include	  functions	  to	  obtain	  these	  data.	  This	  solution	  has	  not	  been	  

proved	  in	  this	  work.	  

	  

	  

	  

5.3:	  Inquiry	  packets	  not	  available	  

	  

For	   the	   reasons	  explained	  above,	   it	   is	  not	  possible	   to	  obtain	  control	  packets	   from	  a	  

normal	   Bluetooth	   device.	   Unless	   a	   change	   of	   firmware	  with	   a	   specifically	  modified	  

one,	  or	  the	  use	  of	  a	  dedicated	  device,	  these	  kind	  of	  packets	  are	  not	  available,	  because	  

they	  do	  not	  cross	  the	  Host	  Controller	  Interface.	  

	  

This	  is	  the	  case	  of	  the	  inquiry	  packets.	  As	  explained,	  they	  could	  be	  really	  interesting	  

thanks	  to	  their	  temporal	  regularities.	  But	  they	  are	  control	  packets,	  and	  it	  has	  not	  been	  

possible,	  in	  this	  work,	  to	  obtain	  real	  Bluetooth	  inquiry	  packets	  with	  our	  device.	  
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CHAPTER	  6	  

CONCLUSIONS	  AND	  FUTURE	  WORKS	  

	  

	  

	  

6.1:	  Conclusions	  

	  

In	   this	   work	   the	   Bluetooth	   technology	   has	   been	   studied,	   and	   some	   characterizing	  

features	  have	  been	  found.	  

A	   Bluetooth	   transmitter	   simulator	   has	   been	   created	   using	  MATLAB,	   and	   Bluetooth	  

packets	   and	   signals	   have	   been	   generated.	   They	   have	   been	   analyzed,	   and	   Bluetooth	  

sequences	  have	  been	  distinguished	  from	  the	  the	  others	  using	  the	  features.	  

In	  this	  way	  the	  recognition	  of	  Bluetooth	  signals	  based	  on	  feature	  detection	  has	  been	  

reached.	  

	  

From	  the	  results	  graphs	  it	  can	  be	  seen	  that	  the	  Bluetooth	  recognition	  is	  possible	  using	  

the	  proposed	  features,	  and	  without	  knowing	  the	  istantaneous	  carrier	  frequency	  fc.	  

With	  high	  values	  of	  SNR	  the	  recognition	  is	  supported	  by	  rate	  values	  near	  to	  1,	  and	  it	  

can	  be	  considered	  “sure”	  with	  a	  certain	  reliability.	  

When	  the	  SNR	  becomes	  low,	  the	  rate	  of	  recognized	  sequences	  gets	  lower.	  In	  the	  case	  

of	   access	   codes,	   the	   rate	   still	   remains	   above	   the	  0.5	  value.	   In	   the	   case	  of	   ID	  packet,	  

because	   of	   the	   longer	   sequence	   and	   without	   permission	   of	   bit	   errors,	   the	   rate	  

decreases	  to	  lower	  values.	  

	  

From	  these	  results,	  the	  proposed	  features	  seem	  valid	  for	  Bluetooth	  recognition.	  

With	   low	   values	   of	   SNR,	   either	   a	   longer	   acquisition	   can	   be	   provided,	   or	   some	   bit	  

errors	  should	  be	  permitted.	  

With	   a	   longer	   acquisition,	   even	   if	   the	   rate	   remains	   low,	   a	   growing	   number	   if	  

sequences	  is	  found,	  and	  that	  is	  very	  unlikely	  if	  no	  Bluetooth	  device	  is	  present	  in	  the	  

environment.	  

Permitting	  some	  errors	  on	  bit	  sequences,	  especially	  on	  the	  ID	  packet,	   that	   is	  68	  bits	  

long,	  can	  make	  the	  rate	  higher,	  even	  if	  some	  errors	  could	  occur.	  



Stefano	  Boldrini	  –	  Recognition	  of	  Bluetooth	  signals	  based	  on	  feature	  detection	   79	  

A	  brief	  analysis	  on	  higher	   layers	   features	  shows	  that	  they	  can	  distinguish	  Bluetooth	  

from	  Wi-‐Fi,	  even	  if	  no	  strong	  regularities	  permit	  Bluetooth	  identification	  itself.	  

	  

	  

	  

6.2:	  Future	  works	  

	  

It	  could	  be	  interesting	  to	  prove	  the	  obtained	  results	  implementing	  this	  simulation	  in	  

the	  hypothesized	  generic	  device;	  this	  could	  be	  an	  important	  element	  in	  the	  cognitive	  

radio	  device.	  

	  

	  

Overpassing	  the	  Host	  Controller	  Interface,	  a	  real	  data	  analysis	  can	  be	  done,	  and	  some	  

other	   higher	   layers	   features	   can	   be	   found,	   that	   could	   permit	   Bluetooth	   recognition	  

without	  the	  need	  of	  using	  the	  physical	  layer.	  
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APPENDIX	  

	  

	  

	  

	  

AUTOMATIC	  NETWORK	  RECOGNITION	  

BY	  FEATURE	  EXTRACTION:	  

A	  CASE	  STUDY	  IN	  THE	  ISM	  BAND	  
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